QASUG

Americas’ SAP Users’ Group

THE SHIELD AGAINST FINANCIAL FRAUD:

SAP Business Integrity Screening

Lane Leskela, SAP Global Business Development Director
Tomas Kong, SAP Global GRC Solution Owner

Session ID #83898

SAP SAPPHIRENOW

May 7 -9, 2019




Lane Leskela Tomas Kong

SAP Global Business Development Director SAP Global GRC Solution Owner

25 years in enterprise software and systems *  25years in enterprise software product
product and channel marketing, market management and professional services — 12
research, advisory and business of those at SAP
development — 9 of those at SAP Formerly at Oracle and KPMG

*  Formerly at SafePaas, Oracle and Gartner *  Santa Clara University Alum

*  Columbia University and Portland State «  Grew up in South America. Long-time
U.HIVG.FSIW Alum resident of San Francisco bay area

*  Lived in China and Hong Kong in the 1990's «  Spent a whole week exploring the salt desert
and, since 2002, in Greater Seattle of Uyuni, Bolivia — largest in the world

 Scaled both the Desert and Seashore ends of
the Great Wall - 5,500 miles apart
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Challenges and Opportunities Driving the Transformation of Risk Management
What’s Happening with Screening and Anomaly Detection?

Overview of SAP Business Integrity Screening

SAP Business Integrity Screening Demo

SAP Business Integrity Screening in Customer Fraud Mitigation Scenarios

SAP Business Integrity Screening Summary
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Challenges and Opportunities Driving the
Transformation of Risk Management
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Challenges and opportunities driving global

transformation

Need for managing increased
risk and volatility

Rapid onset and diversity of risk events and
potential for catastrophic losses

Stakeholder pressure for more reliable
view of risk
/=

Global reach and complexity of regulatory
requirements

Relentless cyberthreats and need for protecting
sensitive information and infrastructure

Proliferation of
new business models and technology

©
e

Real-time processes that allow redesign of legacy
practices for risk and control monitoring

Advances in predictive and machine learning
capabilities

Entrance into new markets and new
trading partners

Collaboration within and beyond the four walls
of the organization, which requires controlled

information sharing and access




Opportunities for managing risk and compliance
How SAP GRC solutions can help your business

[y

| I

Drive
performance

Increase
predictability
and help
avoid
catastrophic
losses with a
single view of
risk

P
zal

Adopt leading
practices

Improve your
“three lines of
defense” and
enable control
automation
across real-
time processes
for detection
and exception
monitoring

Manage impact of
global change

Grow the business
globally while
managing the
global reach and
complexity of
regulations and
changes to trade,
taxes, and business
models

2\

Confront information
security threats

Manage risk associated
with cyberthreats,
govern access, and
protect information

Embark on compliant
digital transformation

Embed GRC within
SAP S/4HANA for the
ability to integrate risk
management into core
processes
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Secure your digital transformation
Embed governance, risk and compliance in SAP S/4HANA

“ Manage users and identities
Access governance

“ Enable single sign-on

“ Automate continuous controls monitoring

Enterprise risk and “ Detect anomalies and potential fraud
compliance

" Provide one view of risk

“ Manage digital rights to protect applications and data
Cybersecurity and

data protection “ Enhance threat monitoring and analysis

. “ Screen related parties and manage trade compliance
International

“ Leverage free trade agreements and optimize duty rates
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What’s Happening with Screening and Anomaly
Detection?




Financial Fraud
The challenge is pervasive

0 Not going down:
5 A) the typical organization loses 5% of its

revenues to fraud

Going up: 4 "
estimated and projected global tr| I | ION

annual fraud losses

Source: Annual Report to the Nations on Occupational Fraud and Abuse,
Association of Certified Fraud Examiners
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Screening
Traditional screening approaches do not fair well in the digital world

* Digital commerce and 4

increased onboarding
options lead to massive
increases in the number
of business partners

Increased
screening
complexity and
number of false
positives and

false negatives

* Businesses get more
complex with new
channels and new
systems to be integrated

* Time to value is getting
shorter

Increasing address screening regulations

* Address screening
requires more than more
hardware to scale

Increasing number of business partners
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Fraud Mitigation Challenges

= Revenue loss related to

fraud, anomalies, third- party. oa O
. . Reports annually Communicates
risks, and fines SRR AN R A\ o ULl v S >
= Cost/results ratio of dealin
& )y V| Investors, customers

with those issues

Analysts and investigators
Manual, inefficient, slow, and inaccurate

processes :E—I.i MISSION
- . E5 i Sales
Too many false positives and false negatives ]Eﬂ-l > e
Not scalable or adaptable b4 Procuie l

R

Business users of screening tools
= Volume of transactions ‘ .
= Complex and evolving patterns +
= Screening and investigations impact % @ % %
on the business

Operations Finance Internal Risk Internal audit

Compliance controls management Osm




Overview of SAP Business Integrity Screening




SAP Business Integrity Screening: key benefits

Anomaly, fraud, third-party risk detection and investigation protect your business

Detect anomalies earlier to Improve the accuracy of Better predict and prevent

reduce financial loss detection at less cost future occurrence

® Leverage the power and °* Minimize false positives * Detection based on rules and
speed of SAP HANA with real-time simulations predictive analytics to adapt
° Integration into business ° Handle ultra-high volumes to changing patterns
processes of data by leveraging SAP * Identification of control
HANA enhancement needs

* Alert notification and
management




SAP Business Integrity Screening

Anomaly, fraud, third-party risk detection, and investigation to protect your business

Analyze performance
Monitor key performance indicators
and create management reports

Investigate
Manage alert workload with efficient

evaluation, qualification, and
remediation of issues

Design

Determine screening lists, analyze
patterns, and define detection
rules and models

f>‘
IR A
Enterprise

risk and
compliance

Setup
Define detection strategy through
simulation and calibration

Detect
Execute mass and real-time

detection and stop anomalies or
irregular transactions
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SAP Business Integrity Screening
Analyze patterns and define screening and detection rules/models

’ Design

’> * High-performance application architecture
= \! gh-p pp

‘ * Predictive insight and more intuitive design




High-performance application architecture
A flexible and powerful environment to increase process efficiency

High-performance processing of very large data volumes Key benefits
Operational systems Bl tools v Powerful data integration
(SAP and non-SAP) — from SAP and non-SAP

operational systems

Payments
Purchase orders Flexible modeling of
> : D screening and detection rules
Travel expenses Data provisioning Screening, Investigation and
susiness partners and integration detection, and decision
alerting Optionally provide feedback

on status to external
processing of operational
business events (for example,
suspend a suspicious or
erroneous payment)

ASUG
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Broad range of lists to screen business partners
Leveraging SAP’s worldwide partner ecosystem

R
a < a gy Manage Worklist Variants Q
* Screening lists are provided and Wotdst vararts 0 -
Search A & < @ w Manage Alerts
H H Incoming Invoic
updated by specialized data — ottty & st © [553 .
p rOVi d e rS en- o 4 - Dokt T Worklim Obj. Type: : Investigation Reason: : Person Responsible:
xrting My Alerts to Process gudlt Trall for Business Partner Investigation Object U =
i creening
. YO u h ave th e a b I | Ity to C re ate a n d Business Partner Screening Audit Trail
Manage Alerts Unas: Time Selection Alerts (7.827) Standard Layout * ©
u p Ioa d yo u r OW n | ists High Value Invoices Paid Too =

Alert Risk Rating  Person Responsible D1

* You can use SAP Data Services to a 385 17 - e e

1 39669 FFOKBDO002
u p I O a d t h e | I Sts My Worklists Start Ad Hoc Manage Waorklist

Address Screg

39670 Henry Miller FFOKBDOO03

Requesls Variants Hits 39668 FFOKBDOO01

* The system provides the ability to o o
' i : B - /

define user-defined list types and - e

groups and manage multiple data My Approvals oo s s

providers s p—
I__/\/ 0 r\_/ 0 38665 EAA0000037

33891 Henry Miller 50685

PST\AG . [ MXPA™M  [sanktionslstende ~ CUSTOMsinfo  RISK&

:..::.::':'_.:.0
THOMSON EnterpriseDataCenter.eu SERVICES . ) - COM PLIANCE
REUTERS toins with DESCARTES DOW JONES




Enable detection rules
Predelivered content examples

Frequent changes in the master data of a vendor
Vendor located in high-risk country

H Vendor and
service provider

Smurfing on outgoing payments (split invoices)
Irregularities in payments to vendors

ﬁ Payments
it

Customer located in high-risk country
Bank account and address in different countries
* List screening (for example, PEP lists)

Accounting documents posted on exceptional dates

* Address screening

e Conflicts of interest
* Irregularities in purchase orders

Irregularities in invoices
High-value keyword search

n Invoices

g’ﬂ Travel expenses * Irregularities in travel expenses

Compliance

Foreign Corrupt Practices Act
International Anti-Bribery Act




SAP Business Integrity Screening

Rules and predictive algorithms to cover the full spectrum of anomaly detection

$ 01001010111010010
10100101000101010

- 01001010001011101
® & . 00101010010100010
?a . . 10100100101000101
Known patterns » Unknown /complex patterns
. . Similar, but different .
Known behaviors Unusual behaviors from known behaviors Unknown behaviors
v Rules Predicti
) redictive

algorithms -

—
Hybrid combination of rules and

predictive algorithms to detect irregularities




SAP Business Integrity Screening
Customer Example

(1) (2, ©
Customer rules

Using customer rules

BIS+ Predictive’/Analytics

v S —
Find Best Vaues | StartSimlation - Isi ==
. Investigation Effort: . Investigation Effort: . Investigation Effort:
20.507 cases out of 40.000 6.104 cases out of 40.000 2.970 cases out of 40.000
Found Fraud Cases False Positives
L 1400 25000
Number of fraud cases within 1200 20000
the full data set: 1307 1000 15000 N\
600 10000 \
400
200 5000
0 , , 0 , _
© o o o 0 ©
False positive reduced by 90% Nearly no missed fraud case 85% Reduction of investigation effort
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SAP Business Integrity Screening
Define detection and screening strategies using simulations and calibration

>)
&\)
* Define screening strategies for business partners

‘ * Use real-time simulations and calibration of strategies

* Define detection strategies based on fine granular criteria




Detection strategy

Define detection strategies based on fine granular criteria

Uses individual weight factors and thresholds

e

Detection Strategy Details: ZFRA_IA_PUR_COI2

Cancel  Edit  Display

v Detection Methods

Assign|  Remove

Detection Method

ZFRA_IA_PUR_RGB_.
ZFRA_IA_PUR_RGB_.
ZFRA_IA_PUR_RGB_.
ZFRA_IA_PUR_RGB_.

v General

* Detection Strategy:
Version:

* Detection Object Type:
* Investigation Reason:
Authorization Group:
Description:

Version Status:

Selection Parameters

Activate  Deactivate  Copy

Detection Method Description

Percentage of Invoicing Approved by. ..
Predictive Rule for COI

Administration Data

ZFRA_IA_PUR_COI2
3
Vendor new for PA

Regular Daily Run for COI (3) (Fraud M:

ZFRA_IA_PUR_COI

Active

Invoicing of First Year Exceeds Thresh...
Growth Between 1st and 2nd Year Exc...

Key benefits

Alignment to new patterns
and quick adaptation to
changing behavior

Calibration Mass Detection S ~
A
Weighting Factor Description Execution Mode
15 Invoicing of First Ye...  Mass and Online Det. .
16 Growth Between 1st .. Mass and Online Det. .
17 Percentage of Invoic... Mass and Online Det. ..
18 Predictive Rule for COl Mass and Online Det. .
T - :
a @ E! P4 Detection Strategies
New  Calibration v
Standard * & Hide Filter Bar Filters(1) Go
All:
ZFRA_1A_PUR_COI®
Standard (%) |i‘ |{§}‘
Detection Strategy ~ Vers... Description Detection Object Type Versio... Additional... Investigat.. Solution
) ZFRA_IA_PUR_COI 1 ZFRA_|A_PUR_COI Vendor new for PA Deactiv. Regular D... Fraud Ma...
) ZFRA_IA_PUR_C... 1 ZFRA_|A_PUR_COI Vendor new for PA Deactiv. Regular D... Fraud Ma...
ZFRA_IA_PUR_C... 2 ZFRA_IA_PUR_COI Vendor new for PA Deactiv. Regular D... Fraud Ma...
s) ZFRA IA PUR C... 3 ZFRA_IA PUR_COI Vendor new for PA Active Regular D... Fraud Ma...

Reduced effort from users
to set up and calibrate
detection strategies

Lighter need or no need for
IT involvement
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Simulation and calibration

Real-time simulation and calibration of detection strategies

SAPS &

Calibration: ZFRA_IA_PUR_COI - Version: 3 - Simulation: 1 /. Collapse Simulations
® ~
Actual 15, Simulation: 2 5,
31.12.1999 - 05.07.2017 31.12.1999 - 05.07.... 6303722
Confirmed: 156 Confirmed: 46 (-110)
False Positive: 858 False Positive: 819 (-38)
Unclassified 337 Unclassified: 303 (-35)
New Alert Items: 0 New Alert ltems: 417

e Calibration: ZFRA_IA_PUR_COI - Version 3 - Simulation: 1

Search Q ‘ Threshold € ResettoActuial  ~/ Expand Al . Collapse All -

|C ‘ Select a Detection Method ~ | ‘ Select a Status ~

Detection Method Weighting Factor/Parameter Value

> Invoicing of First Year Weighting Factor

> Growth Between 1st and 2nd Year Exceeds Threshold Weighting Factor

=

Z~ Collapse Simulations

~

Key benefits

Transparent, real-time
information on the impacts of
new or changed strategies

No misinterpretations of
patterns thanks to
comprehensive ranges of
sample data

Reduced false positives and
streamlined detection
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SAP Business Integrity Screening

Execute mass and real-time detection, and stop exception-related transactions

’

D
44

Mass screening and detection in real-time leveraging SAP HANA
technology

‘ * Fully integrated bidirectional exception processing




Mass detection

High-volume and real-time processing leveraging SAP HANA technology

Detect irregularities as early and as precisely as possible to avoid
damages, without manual work

& a Fr Detection Strategy Details: ZFRA_IA_PUR_COI2 E
Cancel Edit Display Activate Deactivate Copy Calibration Mass Detection & Fl~
~
~ Detectic Start Mass Detection 7 x |
Assign| R . . =
o] Technical Mass Run Settings ‘E‘
Deted External Run ID:  ZFRA_IA_PUR_COI2_HENRYM_01.08.2017_22:57:49 =3
2R Work Package Size: 100 R=-
ZFRA De
ZERA Simulation: De._
ZFRA Incomplete Mass Detection Runs: /& De.._.
Application Data !
Date From: 01.08.2016 H
~ General Date To: 01.08.2017 =]
“ Detel Alert Program:
Logging
* Detectiot Detailed Log:
* Investig Log All Objects:
Authot
Version Status: !Ne
Additional Information: v

Key benefits

Earlier detection of problems
to reduce financial losses and
other damages

Highly automated screening
and detection processes,
reducing manual work and
errors

Early identification of potential
irregularities, enabling business
users to gather more data for
their investigation
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Fully integrated bidirectional processing
Advanced alert management

Real-time alerting and option to hold problematic transactions in Key benefits
business systems to avoid damages

8 <o Manage Alets a Track exceptions as early as
Alert: 39566 ©  vendor for PA AGENCY0D SetinProcess  Reopen  Assign ... pOSSibIe bEfO re tra nsa CtiOI’]S
e are further processed

Henry Miller Country:
henrym@sap.com Company Code: BestRun Germany (
Creation Date:

Detection Strategy Execution

Risk Value Risk Rating

5.431.674,00 =ur ZFRA_IA_PUR _COI Improve the efficacy of

ZFRA_IA_PUR_COI2/3

i Detection Documentation Activity Network Analysis Decision Execution D * 12.06.2017, 0. Threshold: 14 Risk Score” 51 Risk Value' EUR 5 43167 i nvest i gat i on te ams an d

Alert Information Risk Assessment H
| | increase ROI of the
Person Responsible: Risk Rating: Detection Method Details
.
L=y LT Detection Method Result Parameters Evaluation S c re e n I n g Syste m
Investigation Reason: Risk Factor: Risk Score:18

_ Predictive Rule for COI Contribution: Automated
Regular Daily Run for COI (3) 3.65 (ZFRA_IA_PUR_RGB_ y Classification Threshold

35,2 % N
Due Date: PA) Risk Value:0,00 £ 0.6200000000
09.07 2[]1’7 Risk Score: Percentage of Risk Score:17
o 51 Q:;\SEEQ‘;‘;’““E“ oY Conmmatten approver Thresnola 1 suspICious approver(s) found for vendor AGENCY0O in
Completion Status: (ZFRA_IA_PUR RGB_  Risk 5.431.674,00 (&7 - 79 company code 1000
AS) Value: EUR . .
Confirmed -
e Currency ofInvoice aln taster exception
Creation Mode: 5.431.674,00 EUR Growth Between 1st Risk Score:16 Threshold Amount -
) and 2nd Year Exceeds  Contribution: EUR Growth is 427 % (threshold for growth is 18 %)
Detection Threshold 31,3% Minimum Vendor Revenue: 1styear is 134 433,00 EUR: 2nd year is

s, g sh Sl B | ROER processing to avoid blocking
| a transaction longer than

needed Osm

Fraud Management

Administrative Data




SAP Business Integrity Screening

Manage alert workload with efficient evaluation, qualification, and remediation

Investigate

*  Comprehensive alert management with advanced inquiry and analysis features
* Collaborative and faster investigation and intuitive capture of findings
* One-click resolution for simpler screening alerts (business partners)

* Effective remediation of irregularities — leverage the integration with SAP Process Control
(optional)




Comprehensive alert management
Leverage advanced inquiry and analysis features

Full insight into all relevant information at your fingertips

g < @& W Manage Alerts T =
Standard © | Search Q Hide Filter Bar  Fiters
Invest Obj. Type: Investigation Reason: Person Responsible: Alert Lifecycle:
o i P ~
Alerts (7.827) Standard Layout * & Create Assign Complete @& (&
Alert Risk Rating  Person Responsible ID1 Due Date  Alert Lifecycle
39868 John Snow EAADO000TE 01.082017 Completed A
39570 Henry Miller FFOKBDO003 30.06.2017  In Process u
39669 FFOKBDO002 29.06.2017 Mot Started
39668 Person Responsible  Alert Lifecycle: In Process  Customer: Juan Pablo (0000301238)  Risk Value Risk Rating
39366 John Snow . Henry Miller Customer name: Juan Pablo 0,00 eur
29365 ™l henrym@sap.com Country: Colombia (CO)
38867
28866 Info Detection Documentation Activity Decision Map
38865
Items (11) Upload Document ~ Create Note ~ Create Task ~ Edit  Cul  Paste  Delete {6
38767 John Snow ) )
Subject Type Importance Document No. File...  Description

38766

GContact-Gustomer-&-Verify-Mateh B ! 33509444 Contact-customerto-ver A
38665

) Contact Customer & Verify Match B8 ! 33509 /10 Contact customer to veri

33891 Henry Miller

Contact Customer & Verify Match B ! 33509 /9 Contact customer to veri

Contactthe-Gustomer&-Very-hMateh ] ! 335097 Gontact the-Gustomer&

Key benefits

Improved accuracy of detection
with reduced false positives and
negative detections

Avoidance of double work
through availability of
comprehensive and up-to-date
information in investigation

Increased investigation ROI by
focusing on high-score and high-
value cases
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Collaborative and faster investigation

More intuitive investigation of cases and documentation of findings

Take advantage of calibration of existing strategies with weight
factors and threshold to reduce false positives

RS capd

Alert: 39473 ©  vendor Security Services

Person Responsible Alert Lifecycle: In Process
. Henry Miller
el nenrym@sap.com

Risk Rating

Info Detection Conflict of Interest Network Analysis

Alert Information
Person Responsible

Henry Miller

Investigation Reason:
Conflict of Interest

Due Date:
03.08.2017

Completion Status:
Confirmed

Location
BestRun India

Manage Alerts v Q E
Setin Process Reopen  ASSign o, ~
Vendor Name: Security Services Risk Value
Country: USA (US) 650.297,89 eur
Creation Date: 27.02.2013
& < & w Manage Alerts Q E
Setin Process Reopen  Assign ..,
Documentation acti Alert: 39473 ©  vendor security services P 9
Risk Assessment Info Detection Conflict of Interest Network Analysis Documentation Activity Decision Map
Risk Rating ‘ & ‘
Risk Factor:
3,00
Risk Score; A & U
42
Proven Fraud Open Alert US - Rank 19
Risk Value: Sl2ee 39473

650,297 89 EUR Proven Fraud ~ Open Alert High Risk Countiry

0 )
A006088451

Key benefits

Gain faster treatment of
irregularities and comprehensive
documentation, providing for
better remediation

Improve investigation efficiency
and reduce exception processing
expenses

Reduce business disruption
through faster processing of alerts,
which avoids blocking transactions
longer than needed
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Effective remediation

Possibility to leverage the integration with SAP Process Control

Cases of significant irregularities can be uploaded to leverage
SAP Process Control comprehensive issue management

e

Qualified irregularities

Complete Alert Items

*Summary: |t seems to be sUspicious

SAP Process Control /

Upload as
Issues

*Finding: Confirmed

Remediation required Ne

Ye.
Nature of
remediation
Action Items Owner 1 Corrective Actions
v \ 4
Action Items Owner N Preventive Actions

Issue Closed <

Key benefits

Comprehensive remediation of
irregularities to minimize impact
and prevent recurrence

Optimized synergies between
solutions and increased return on
your GRC investments

Increased longer-term protection
against irregularities using other
SAP Process Control capabilities
such as ad-hoc controls and
policies
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SAP Business Integrity Screening
Monitor key performance indicators and create management reports

’ Analyze performance
f>, * Use real-time performance analytics and management reporting for
[T

better-informed decisions and timely action

l * Monitor and optimize the quality of investigations




Real-time performance analytics mgmt reporting
Monitor and optimize the quality of investigation

Measure performance, monitor and optimize the Key benefits

qguality of investigation

Enable clearer insight into

SADd & -
_ the effectiveness of
ALERT DISTRIBUTION m Charts m Filters A
- il screening rules and
491M EUR 31% - i i
Open Alerts Total Value E:ﬂéency ;4; SARd & deteCtlon Strategles

GREENLAND | ALERT DISTRIBUTION [ kois | criarts | wap TR
' ;.

A
<@ 429 491M EUR 31% 4D . .
= Open Alerts Total Value Efficiency Avg.agric.Time PrOV|de accu rate, CO“Slste nt,
2 Ui i oo ) o and transparent data for

v

informed business decisions,
anytime and anywhere

Top 10 Countries by Risk Value with Number of Alerts (EUR)

) -
¥
“J" ICAy 4
o Vs
UNITED STATES

OF AMERICA

/| Confirmed

|| False Alarm

|l Closed Without Investigation
|| Total Risk Value

Adapt faster to changing
patterns and improve
detection effectiveness

° g & g g8 g
£ £ £ £ g

El Em BEm e
Germany  Russian Fed.  Haly Brazl  Czech Republic  France Japan  United Kingdom

.

Top 10 by Risk Value with No. Alerts

lisk Value e
w2 o | =
7 o
" "
5t 506 R
2 500 I I - 500
..... N | [ T8 .
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SAP Business Integrity Screening Demo




Business Integrity Screening Demo

* Integrated embargo and high-risk-country check during payment run of SAP S/4HANA
* Payment process stopped and alert is confirmed

* One detection strategy combining screening and other methods
* Bankin high-risk country
* Business partner in high-risk country

&

* Address screening

Demo




BIS-S/4 PAYMENT INTEGRATION

Submit Payment Proposal — S/4



User RZANE

Password weenend|

Language EN - English




Manage Automatic
Payments

Display Supplier

Manage Payment
Balances

Manage Supplier
Blocks

Line ltems

Revise Payment
Proposals

= 29

Post Outgoing
Payments



- S QAR Revise Payment Proposals v Q =

Paying Company Code: 1010 (LKQ) 0,00 eur outgoing
Sending Company C... - 1010 (LKQ) Identification: BIS90 Run Date: 02.08.2017 Created By: Rachel Zane
1 1
Payments Exceptions Summary
Exceptions (1) Standard * © & [
Supplier Documen... Blocked Referen... Posting D... { Document Typ... | DebitorC...  Amount in Foreign Curre... = Amount in Local Currency = Attachment

~ Error ID{Description): 096({Items locked by SAP Fraud Management)
DESUFRA... 19000001... () Blocked for payment 01.08 2017 | Vendor Invoice Credit -18.900,00 EUR -18.900,00 EUR

-18.900,00 EUR -18.900,00 EUR




Manage Payment
Alerts

i

Detection
Strategies

Start Ad Hoc
Requests

Unassigned Alerts

2

Manage Address
Screening Lists

Manage Excluded Manage Term
Terms Mappings

[



High Risk Countries



SAP4 £

High-Risk Country Lists (1) High-Risk Country List

N
. 7 REFRESH

Manually Created Global high risk countries
L ) GLOBAL_HIGH Manually Created
Global high risk countries
28.07.2017

GLOBAL_HIGH Manually Created

28.07.2017

5 Countries
Countries =
Name Rank
Syria 1
SY
Afghanistan 2
AF
Iran 3
IR
North Korea 4
KP
Egypt 5
EG

Save Cancel Delete

Add Country



Manage Payment
Alerts

IS

bl h L

Detection
Strategies

Unassigned Alerts

2

Manage Address

High-Risk Countries
Screening Lists

@

Start Ad Hoc
Requests

Manage Excluded
Terms

Manage Term
Mappings




Address Screening Lists



Lists (1) Search Q | Create do¢ (&

List Description Provider Entities Last Changed On Creation Mode

Thomson Reuters Demo I:::mm" Reuters SAP Demo \vopi b cHECK 43 18.08.2017, 03-53-41 Uploaded >




Manage Payment
Alerts

IS

Manage Term

Manage Address
Mappings

High-Risk Countries
Screening Lists

Detection
Strategies

@

Start Ad Hoc

Unassigned Alerts
Requests

2




Excluded Terms



a < @& &b Manage Excluded Terms =

Excluded Terms Lists (1) Search Q| + (=

Assigned List Type

Status List Description -
Groups

Authorization Group Last Changed On Last Changed By Number of Terms
Generally excluded terms

Active
for address screening

8 28.07.2017,03:10:38  Michael Ross T (7 Active)

Assign List Type Groups  Show List Type Groups



- < @& W Manage Excluded Terms List Q =

Generally excluded terms for address screening

Authorization Group: Active

Assigned List Type Groups: All List Types, Allegation, Law and Regulatory Enforcements, Medium Risk Screening (e.g. PEP, Adv. Media), Political Party, My PEP Lists, Sanction, Politically Exposed Persons

Excluded Terms (7) Search Q| T, (=
Active Term

Dr

Frau

Herr

Mr

Mrs

Ms

Prof

Editt Copy Delete




Manage Payment
Alerts

i

e L A LA T

Manage Address Manage Excluded

High-Risk Countries
Screening Lists Terms

Detection
Strategies

S e 1 | e

Lists

Start Ad Hoc

Unassigned Alerts
Requests

2




Term Mappings



= < @ SAF Manage Term Mappings Q =

Term Mapping Lists (1) Search Q|+ (=
Status List Description g?_?g;:d st Authorization Group Last Changed On Last Changed By Number of Term Mappings
Active Sactions Term Mapping 1 28.07.2017, 03:08:24 Michael Ross 5 (5 Active)

Assign List Type Groups  Show List Type Groups



Sactions Term Mapping

Authorization Group:

Assigned List Type Groups: Sanction

Mapped Terms (5)

Active Term

Corporation
Incorporated
Jalan

Road

Street

Manage Term Mapping List ~

Active Aliases
Corp, Corp.
Inc, Inc.

JI,JL

Rd, Rd.

St St

Search

Inactive Aliases

Edit

Copy

Active

Delete




Check Payment Alert



User MROSS|

Password

Language EN - English




Manage Payment
Alerts

Detection
Strategies

Investigation

Unassigned Alerts

2

High-Risk Countries

@

Start Ad Hoc
Requests

Manage Address
Screening Lists

1]

Lists

Manage Excluded Manage Term
Terms Mappings

[



a < @ gl Manage Alerts v # il =

Embargo Check Alerts [E,i;u Search Q Hide Filter Bar Filters (1) m
Investigation Reason: Person Responsible: Invest Obj. Type: Alert Lifecycle:
Embargo ch... (¥ O o o W
Alerts (3) Accounting View & Create  Assign Complete & (&
Alert Risk Rating Person Responsible Due Date = Alert Lifecycle
900 22012018 Not Started
1000 11.02.2018 Not Started

800 Michael Ross 16.12.2017  In Process




Alert: 1000/

Alert Lifecycle: Not Started

Accounting Document Line Item 1010

Business Partner (generic): DESUFRAQSO
Business Partner Name (generic): Muhamad Ibraim

Account Type (Customer, Vendor...): K
Country: Egypt (EG)
Document Date: 30.07.2017

Risk Value

18.900,00 usp

Risk Rating
AAAAA

Set in Process

Reopen  Assign

Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Screening Hits (2) Set Hit Status ~ Reject All Undecided Hits
1D Name Address Country Score  List Classification Hit Status Remark
) 150 El-Gaisch Rd
Muhamad Ibraim 21131 Alexandria Egypt
; El-Gaish Road 150 : :
1 20000355 Muhammad Ibrahim 22131 Alexandria Egypt 0,95 Sanction Undecided
2 20001144 Muhamed Nafi lbram  C-Caish Read 230 ., 0,80  Sanction Undecided

Alexandria

https://sdficn-dc-clagd-emea.sapdemocloud.com/sap/be/ui5_ui5/ui2/ushell/shells/abap/FicriLaunchpad.html?sap-client=001&sap-language=EN#

Edit



AlEI’tZ 1000 @ Accounting Document Line Item 1010

Setin Process Reopen  Assign Edit  Action

Alert Lifecycle: Not Started Business Partner (generic): DESUFRADS0 Risk Value Risk Rating
Business Partner Name (generic): Muhamad Ibraim 18.900,00 usp AAAAA
Account Type (Customer, Vendor...): K
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Alert Iltems (1)
Alert Item Detection Object  Detection Strategy Execution Risk Score Threshold  Risk Value Detection Methods
Payment
1 Proposal Item for  Check S4 payment proposal for - 08.02.2018, 142 50 USD 18.90 Check Business Partners for Sanctions / Embargo...and
Payment Run Int. &mbargo 17:39:02 T 2 more

(1)

https://sdficn-dc-clagd-emea.sapdemocloud.com/sap/bc/ui5_ui5/ui2/ushell/shells/ab




Detection Strateqy Execution

Check S4 payment proposal for embargo
DS_S4 EMBARGO _CHECK/ 2

Execution Date: 08.02.2018, 17:39:02 Threshold: 50 Risk Score: 142 Risk Value: USD 18.900,00

Detection Method Details

Detection Method Parameters Evaluation

Address Screening Type - A
List Type Group : SANCTION

Use Name Initials - Y Partner DESUFRAQ90 matches the screening entities

Cheu:lg Elus@ness Partners for Risk Score:100 Use Excluded Terms © Y Partner name:
Sanctions / Embargo Contribution:70,4 % Include Term Mappings - Y Muhamad Ibréim
(DM_EMBARGO_SCREENING) Risk Value:0,00 Egrcentage of Matching Words : ...more

Minimum Score : 50

Exactness : 70

Risk Score: 21

Payment to High-Risk Country Contribution: 14,7 %
(DM_PAY HR_COUNTRY) Risk 18.900,00
Value: usD
Risk Score: 21
Contribution: 14,7 %
Risk 18.900,00
Value: usD

Bottom N Ranks : 5
High Risk Country List : Business FPartner Muhamad Ibraim - payment to high-risk country EG
GLOBAL_HIGH

Bank Account in High-Risk
Country

(DM_BANK_HR_COUNTRY)

Bottom N Ranks : 5
High Risk Country List :
GLOBAL_HIGH

Business partner Muhamad Ibraim has bank account 135848758455 in the
high-risk country AF

Close




Set in Process Reopen Assign Edit  Action cen
AlEI’tZ 1000 @ Accounting Document Line Item 1010 P 9

: Assign to Me
Alert Lifecycle: Not Started Business Partner (generic): DESUFRADS0 Risk Value Risk Rating Assign to Other
Business Partner Name (generic): Muhamad lbraim 18.900,00 usp AAAAA
Account Type (Customer, Vendor...): K Reset Assignment
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Linked fo Screening Hit (Score 0.95) 8
Address List Entity " Address List Enti Screened Entity
20000352 H“mhh e 20000355 Muhamad Ibraim
Salafist Group for Preaching and Combat HI““HH _~ A]rm/an al-Zawahiri \
Linked to Screening Hit (Score 0.8)
Linked to A
/ \
.'IIII \
Linkedto
Address List Entity Address List Entity Address List Entity
20000354 - i 20000353 20001144
al-Qaeda in the Islamic Maghreb Mﬂgfﬂﬁﬂﬁﬂlailﬁfmﬂ Al-Mourabitoun Muhamed Nafi Ibram

Mokhtar Belmokhtar



2 - SAPs

AlEl‘t: 1000 @ Accounting Document Line Item 1010

Person Responsible

Michael Ross

Alert Lifecycle: In Process

Michael Ross@demo.sap.com

Address Screening Hits Info

Screening Hits (2)

ID
v 1 20000355
2 20001144

Detection

Name

Muhamad Ibraim

Muhammad Ibrahim

Muhamed Nafi Ibram

Network Analysis

Manage Alerts

Business Partner {generic): DESUFRADSO
Business Partner Name (generic): Muhamad Ibraim

Account Type (Customer, Vendor..): K
Country: Egypt (EG)
Document Date: 30.07.2017

Address

150 El-Gaisch Rd
21131 Alexandria
El-Gaish Road 150
22131 Alexandria
El-Gaish Road 250
Alexandria

Documentation

Activity Decision
Country Score
Egypt
Egypt 0,95
Egypt 0.80

Set in Process Reopen  Assign  Edit
Risk Value Risk Rating
18.900,00 uso

List Classification

Sanction

Sanction

Act

Set Hit Status  Reject All Undecided Hits

Hit Status

Undecided

Undecided

Remark

ion



2 - SAPs

AlEl‘t: 1000 @ Accounting Document Line Item 1010

Person Responsible

Michael Ross

Alert Lifecycle: In Process

Michael Ross@demo.sap.com

Address Screening Hits Info

Screening Hits (2)

ID
" 1 20000355
2 20001144

Detection

Name

Muhamad Ibraim

Muhammad Ibrahim

Muhamed Nafi Ibram

Network Analysis

Manage Alerts

Business Partner (generic): DESUFRADSO
Business Partner Name (generic): Muhamad Ibraim

Account Type (Customer, Vendor..): K
Country: Egypt (EG)
Document Date: 30.07.2017

Address

150 El-Gaisch Rd
21131 Alexandria
El-Gaish Road 150
22131 Alexandria
El-Gaish Road 250
Alexandria

Documentation

Activity Decision
Country Score
Egypt
Egypt 0,95
Egypt 0.80

Set in Process Reopen  Assign  Edit
Risk Value Risk Rating
18.900,00 uso

List Classification

Sanction

Sanction

Hit Status

Undecided

Undecided

Remark

Act

Set Hit Status | Reject All Undecided Hits

ion



Set Hit Status

Status:

eces

Undecided

Confirmed

Rejected

Save Cancel



Set Hit Status

Status:

L

Remark:

Hlt is confirmed. Mo doubts]|

Save Cancel



2 o SAP. Manage Alerts v Q =

Set in Process Reopen Assign Edit Action
Alert: 1000 @  Accounting Document Line Item 1010 o 9 .
Person Responsible Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0 Risk Value Risk Rating
Michael Ross Business Partner Name (generic): Muhamad Ibraim 18.900,00 usp
Michael Ross@demo.sap.com Account Type (Customer, Vendor._): K
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Screening Hits (2) Set Hit Status Reject All Undecided Hits
1D Name Address Country Score  List Classification Hit Status Remark
. 150 El-Gaisch Rd
Muhamad [braim 21131 Alexandria Egypt
sz : El-Gaish Road 150 = ' Hit is confirmed. Mo
1 20000355 Muhammad Ibrahim 29131 Alexandria Egypt 0,95 Sanction Confirmed doubts

El-Gaish Road 250 i ;
2 20001144 Muhamed Nafi lbram Alexandria Egypt 0.80 Sanction Undecided



2 o SAP. Manage Alerts v =

Set in Process Reopen Assign Edit Action con
Alert: 1000 @  Accounting Document Line Item 1010 o 9 .
Person Responsible Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0 Risk Value Risk Rating
Michael Ross Business Partner Name (generic): Muhamad Ibraim 18.900,00 usp
Michael Ross@demo.sap.com Account Type (Customer, Vendor._): K
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Screening Hits (2) Set Hit Status | Reject All Undecided Hits |
1D Name Address Country Score  List Classification Hit Status Remark
. 150 El-Gaisch Rd
rMunamad Ibraim 21131 Alexandria Egypt
sz : El-Gaish Road 150 ' Hit is confirmed. Mo
1 20000355 Muhammad Ibrahim 29131 Alexandria Egypt 0,95 Sanction Confirmed doubts

El-Gaish Road 250 . .
2 20001144 Muhamed MNafi lbram Alexandria Egypt 0,80 Sanction Rejected



AlEI’tZ 1000 @ Accounting Document Line Item 1010

Person Responsible Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0
Business Partner Name (generic): Muhamad Ibraim 18.900,00 uso AAAAA

Set in Process Reopen Assign Edit Action con

Risk Value Risk Rating

Michael Ross
Michael Ross@demo.sap.com Account Type (Customer, Vendor._): K
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Iltems (0) Upload Document  Create Note  Create Task Edit  Cut Paste  Delete  {G
Subject Type Im | Document No. File Name Description Due Date



Set in Process Reopen Assign Edit  Action cen

AlEI’tZ 1000 @ Accounting Document Line Item 1010

Michael Ross
Michael Ross@demo.sap.com

Address Screening Hits

Info

Person Responsible

Detection

Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0 Risk Value Risk Rating
Business Partner Name (generic): Muhamad Ibraim 18.900,00 uso AAAAA
Account Type (Customer, Vendor._): K
Country: Egypt (EG)
Document Date: 30.07.2017

Network Analysis Documentation Activity Decision

Filter User

Filter Events

~ | | Descending Order v Expand All

|
8;1 Michael Ross Entity 20000355 of list Thomson
Reuters Demo was confirmed as hit

Today at 18:58

Show More

[
»»  Michael Ross Alert 1000 has been set in
process

Today at 18:56

Show More

|
2% Michael Ross Alert 1000 has been assigned to
Michael Ross (MROSS)
Today at 18:56

Show More




Set in Process Reopen Assign Edit Action con
AlEI’tZ 1000 @ Accounting Document Line Item 1010 P 9

Person Responsible Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0 Risk Value Risk Rating
Michael Ross Business Partner Name (generic): Muhamad Ibraim 18.900,00 uso AAAAA
Michael Ross@demo.sap.com Account Type (Customer, Vendor._): K
Country: Egypt (EG)
Document Date: 30.07.2017
Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Alert Iltems (1) Complete
[] Alert item History Detection Object Finding Reason Summary Financial Outcome
In Process
. Payment Proposal ltem
Ll 1 Show History for Payment Run Int. 0.00 usD




AlEI’tZ 1000 @ Accounting Document Line Item 1010

Alert Lifecycle: In Process

Person Responsible

Michael Ross
Michael Ross@demo.sap.com

Set in Process

Business Partner (generic): DESUFRADS0 Risk Value

Business Partner Name (generic): Muhamad Ibraim
Account Type (Customer, Vendor._): K

Country: Egypt (EG)

Document Date: 30.07 2017

18.900,00 uso

Reopen Assign Edit Action con
GoTo |

Risk Rating
Save as Tile

AAAAA

Address Screening Hits Info Detection Network Analysis Documentation Activity Decision
Alert Iltems (1) Complete
[] Alert item History Detection Object Finding Reason Summary Financial Outcome
In Process
. Payment Proposal ltem
Ll 1 Show History for Payment Run Int. 0.00 usD




Go to External Destination

Supplier Payment Blocks

Cancel



Cancel

/fsdfion-de-clagd-emea.sapdemocloud.com/sap/be/ui5_ui5/ui2/ushell/shells/abap/FicriLaunchpad.html?sap-client=001&sap-language=EN#Supplier-manageflertPaymentBlocks? AccessGroup=10108&Act 0.008&AlertlD=1000&CreationMo...



-~ . SAF Manage Payment Blocks a e

4 Supplier Accounts (1) Manage Payment Blocks
Search Q
73 REFRESH Muhamad Ibraim -32.278,71
EUR
No filters selected S DESUFRADS0 3 items
Muhamad |braim -32.2?8,71 150 El-Gaisch Rd / 21131 Alexandria
EUR LKQ (1010) ® 1-18.900,00
LKQ 3 items
Q 1 .
ltems (3) =
Status Document Type Purchase Order Journal Entry Open Amount
Vendor Invoice 1900000166 -7.899,00 EUR
Vendor Invoice 1900000167 -5.479,7T1 EUR
(© A-Blocked for payment  Vendor Invoice 1900000169 -18.900,00 EUR

Block Supplier




Block Supplier Account

Payment Block Reason
A - Blocked for payment

Motes

uct any business wi

OK Cancel



5 < -

4 Supplier Accounts (1)

Jo

Search

N
e REFRESH

No filters selected S

Muhamad Ibraim -32.278,71
EUR
LKQ J items

® Account Blocked / A - Blocked for paym.

Manage Payment Blocks Q E

Muhamad |braim

DESUFRA090
150 El-Gaisch Rd / 21131 Alexandria
LKQ (1010)

ltems (3)

Status Document Type

@ Account Blocked / A - vendor Invaice

Blocked for payment
Q Account Blocked / A -
Blocked for payment

Vendor Invoice

© A - Blocked for payment Vendor Invoice

Manage Payment Blocks

-32.278,71

EUR
3 items

® Account Blocked / A - Blocked for payment
® 1]-18.900.00

Il

Purchase Order Journal Entry Open Amount
1900000166 -7.899,00 EUR
1900000167 -5.479,71 EUR
1900000169 -18.900,00 EUR

 Block Supplier | Unblock Supplier

o}

s
L&
L

g



AlEI’tZ 1000 @ Accounting Document Line Item 1010

Person Responsible Alert Lifecycle: In Process Business Partner (generic): DESUFRADS0

Michael Ross

Michael Ross@demo.sap.com Account Type (Customer, Vendor._): K

Country: Egypt (EG)
Document Date: 30.07.2017

Address Screening Hits Info Detection Network Analysis Documentation Activity Decision

Alert Iltems (1)

Business Partner Name (generic): Muhamad Ibraim

Set in Process Reopen Assign Edit Action con

Risk Rating

18.900,00us0 AAAAA

Alert Item History Detection Object Finding Reason

In Process

) Payment Proposal ltem
o
1 e T for Payment Run Int.

Summary Financial Outcome

0,00 UsD




Complete Alert ltems

*Summary: | confirmed that this is an entry on the sanction list

*Finding: | Confirmed
*Reason: | Confirmed

Financial Outcome:

Save Cancel



End of Demo



SAP Business Integrity Screening in Customer
Fraud Mitigation Scenarios




SAP Business Integrity Screening Use Cases

Customer examples

industry _____[Country _Scemario

Consumer Packaged Switzerland
Goods

Manufacturing Germany
Energy Brazil
Insurance Netherlands
Public Sector Germany
Public Sector Australia
Public Sector Slovenia
Retail Switzerland
Telecommunications UK

Unusual business transactions, including master-data-related KRIs and SOD
across multiple end-to-end processes

Journal entries, asset accounting and tax in S/4HANA deployment

Using Business Integrity Screening and Predictive Analytics to identify
suspicious transactions in purchase-to-pay and vendor screening

Suspicious insurance claims

Unemployment benefits fraud and data quality assurance

Tax-related fraud
Detection/prevention of undeclared tax on cash-based transactions
Point-of-sale suspicious activity

Stop fraudulent and suspicious T&E claims and invoices

ASUG




A Business Integrity Screening Customer View

Leading European Telecom Company pursues comprehensive risk control
automation to improve Finance Operations

Customer Situation

« The company wished to implement a three line of defense model for risk management and assurance for their finance organization
« The objective was greater use of standard controls as the basis for business planning, assurance and reporting

« Current solutions had been re-evaluated and were not sufficient to meet these business objectives

* The decision to move from Oracle to SAP and the SAP GRC solutions were an aligned fit

Licensed Solutions

« SAP Three Lines of Defense (SAP Risk Management, SAP Process Control and SAP Audit Management)
« SAP Business Integrity Screening

» SAP Access Control

Current Status
« The company is incorporating risk management and compliance process automation into Financial control operations execution. They
are actively working to
Reduce the cost of compliance, risk, and audit activities through process automation and resource optimization
Reduce overall risk exposure through continual control monitoring, fraud detection and loss source analysis
Optimize operational performance with comprehensive, real-time risk and compliance information
Improve the return on business initiatives by aligning automated risk measures with global finance strategy
Strengthen the global business with continuous monitoring of risks and controls to detect and prevent unexpected losses

ASUG




SAP Business Integrity Screening Summary




What SAP Business Integrity Screening can do

Reduce financial losses with earlier detection
The power of SAP HANA enables ultra-fast detection of
irregularities among masses of third-party records and
business transactions, so you can take action early and
minimize damage to the business.

Improve the integrity of transactions in key

business processes

Scenarios to tackle errors, waste, abuse, and other anomalies
can be implemented to increase the reliability of critical
business processes and help protect the bottom line.

Make investigation teams more efficient and

effective

Using simulations to calibrate detection rules, you can reduce
false positives and diminish investigators’ workload so that
they can focus on real cases.

Q)

Support multiple scenarios with a flexible

platform

Different detection strategies can be developed to tackle
various types of irregularities such as fraud, errors, waste, and
gaps in compliance, but also to adapt to the diversity of your
activities and changing needs as the business expands.

Better prevent future irregularities and issues

Performance analysis and KPIs allow you to continuously
improve detection quality. You can optionally use SAP Predictive
Analytics, integrated with SAP Business Integrity Screening, to
identify new fraud patterns or anomalies.

Decrease risk and improve control going forward
Leveraging the integration with other SAP GRC solutions like

SAP Process Control and SAP Audit Management you can better
tackle issues and risks, improve or implement new controls, and

strengthen your three lines of defense.




Key points to take home
With SAP Business Integrity Screening

«~ Detect anomalies earlier to reduce financial loss

«~ Improve the accuracy of detection at less cost

« Better predict and prevent future occurrence




Take the Session Survey.

We want to hear from
you! Be sure to complete
the session evaluation on
the SAPPHIRE NOW and
ASUG Annual Conference
mobile app.




Presentation Materials

Access the slides from 2019 ASUG Annual Conference here:
http://info.asug.com/2019-ac-slides



http://info.asug.com/2019-ac-slides

Q&A

For questions after this session, contact us at
tomas.kong@sap.com and lane.leskela@sap.com



mailto:tomas.kong@sap.com
mailto:lane.Leskela@sap.com

Let’s Be Social.

Stay connected. Share your SAP experiences anytime, anywhere.
Join the ASUG conversation on social media: @ASUG365 #ASUG

You




