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About the Speakers

Dr Sandro Lovisa
. Chief Product Owner of SAP Data Privacy Governance

. Leading the SAP Data Protection & Privacy Cloud solution
development

. Fun fact:

The average male gets bored of a shopping trip after 26
minutes.

Meanwhile, women don't get tired of shopping until around 2 hours!

So next time you see a couple at a retail store with a bored looking boyfriend, you
know they've been out for more than half an hour.

Evelyne Salie
. Senior Director, SAP Center of Excellence for Finance & Risk

SAP Data Protection & Privacy global Business Development

Fun fact:

In Switzerland it is illegal to own just one guinea pig.

—_—

This is because guinea pigs are social animals, and they are considered victims of
abuse if they are alone.

Why isn't this a law everywhere?! O Sm




Key Outcomes/Objectives

1. Get to know SAP’s Data Privacy Governance Cloud Offering

2. Learn how to automate, create transparency and safe costs

3. Understand competitiveness of direct integration to S/4




Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned
therein. This document, or any related presentation and SAP's strategy and possible future developments, products and/or platforms directions
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information on this
document is not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a
warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a particular
purpose, or noninfringement. This document is for informational purposes and may not be incorporated into a contract. SAP assumes no
responsibility for errors or omissions in this document, and shall have no liability for damages of any kind including without limitation direct,
special, indirect, or consequential damages that may result from the use of this document. This limitation shall not apply in cases of intent or
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and
they should not be relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that
SAP is not herein engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation.
SAP SE accepts no liability for any actions taken as response hereto.

It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve GDPR compliance.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 4



Data Protection & Privacy Solutions within SAP:

Data Protection and Privacy Regulations ask for safeguard measures in data processing systems:

Privacy governance

Record of processing
activities

Data privacy impact
assessment

Controls and related testing

Continuous control
monitoring

Policy distribution and
acceptance

Compliance reporting

Data security
Access governance

Customer identity
management

Breach detection, notification,
and management

Data protection (for example,
encryption and masking)

Data access logging

Data loss prevention

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

Data management

Privacy data mapping,
profiling

Blocking and deletion
Data flow analysis
Data access

Data transfer

Data minimization
Data storage

Customer preference and
consent management
Personal profile, preferences,
and consent
Centralized personal profile,
preferences, and consent in
a secure audit-ready vault
Enforcement of personal
profile, preferences, and
consent to third parties
Data handling practices
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Agenda

Lean Risk
Mgmt.

Extended Risk
Mgmt.
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SAP Data Privacy Governance
Data protection and privacy (DPP) governance for the extended enterprise

Lean Risk Mgmt.

Manage policies and
regulations

Create, disseminate, and
acknowledge DPP policies

Survey and track
Gather and report records of
processing activities (ROPA)

Assess business impact
Perform data protection
(DPIA) and security*
business impact analysis

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL *Commg see Current roadmap 7



How can we help to establish a Personal
Information Management and Information

Security System?

Lean Risk Mgmt.
Available
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SAP Data Privacy Governance
Data protection and privacy governance for the extended enterprise

Manage regulations and policies

Maintain Regulations
Deduct legal requirements

Create and disseminate policies related to data protection, privacy,
and security

Streamline policy management lifecycle while establishing clear
responsibilities

Leverage email or mobile options to make policy distribution and
acceptance easier and faster

Gather policy acknowledgements by those subject to them

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

10



Maintain Regulations and Deduct Requirements

Search Q
Validity Period:
MMM d, y - MMM d, y
Status:
e
FaN

Regulations (54)

Name Period

ID: Data Protection -1902-1712

validity o

Regulation Name:

Category:

Adapt Filters (1) m

+ @

Created By

D 15 2 ruankai.fan@
EU-GDPR - Dec 31, Draft Jere e
5999 >
ID: Data Protection -1902-2609
JEFETEST  Feb12, 2019 .
23-50%- - Dec 31 Draft jeff.li0l@sap
COPY-- 9Q05 - = com
NEWTIME -
JEFF-TEST- Feb 12, 2019 ieff li01@san
23-50K%- - Dec 31, Published Jcon." e
COPY 9999

ID: Data Protection -1902-5699

Jan 1, 2020 -

yaxi.hu@sap

GDPR Dec 31, Retired
9999 com
Feb 1, 2019 R
GDPR - Dec 31, Retired S
2019

ID: FDA-1901-1964

Jan 2, 2019 -

Yaxitestl Dec 31, Retired

2019

I A anng nang

yaxi.hu@sap.
com

EU-GDPR Publish e New Requirement
Data Protection -1902-
1712
Status: Draft .
Ao = General Information
~ P
General Information ~ + .
Name:
Rights of the data subject - Transparency and modalities
General Information Edit

Description:
GDPR Chapter 3, Section 1, Article 12

Data Protection

Feb 13, 2019 - Dec 31, 9999

EU-GDPR Regulation

Requirements(0)

+ @
Name Status
No entries found
Attachments
Attachments (1) +
E}. EU General Data Protection Reg...
Uploaded On: Feb 13, 2019 .
File Size: 959.0 KB s @
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Defl nNne an d Dl Stl'l b u te PO I | C | es Data Controller and processor obligations

Ly
A

Policy
Administrator

[~] b
L

Policy
Manager

M

Employees

© 2018 SAP SE or an SAP affiliate company. All rights reserve

Chapter IV GDPR

Monitor and
Report Status

Create and 'd Plan Distribution
Maintain and Send

Review,
Approve, and
Publish

Monitor and
Report Status

Review Own

View Policy;

Acknowledge Policies

“‘Rinse and repeat” to keep policies updated

d. | INTERNAL 13
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P < & SAP4 My Policies  ~v Q €6 =

Enroliment with Record of Processing Activities (RoPA)-EN. pdf

Data Privacy&Protection

Category: Security
Language: English Enroliment with Record of Processing Activities (RoPA)

Publication Date: May 4, 2018
Description: This is a policy for Data Privacy & Protection Please note: All procedures must be documented in Record of Processing

Activities (RoPA)

Attachments (2) Why
The evaluation and documentation of procedures processing personal data is a

4 Enroliment with Record of Processing legal requirement of the EU General Data Protection Regulation.

A Activities (RoPA)-EN. pdf

e File Size: 120 KB What
a

Such procedures must be documented in a procedure register - this is the Record

4 Global Data Protection and Privacy of Processing Activities (RoPA).
A< Guideline V2 final.pdf

“—  File Size: 650 KB

Who

A procedure will be usually enrolled in ROPA by the procedure owner. This is a
colleague who is able to answer questions about the processing of personal data
(Whao? Why? Where? When? What?) and is usually part of the implementation
team or even a project lead.

Collaboration model between business areas and DPP: Per business area, a data
protection coordinator is monitoring the compliant processing of personal data
and coordinates and checks the proper enrollment of all relevant procedures in
ROPA. He/she supports procedure owners in the required enrollment. Links to
information about the data protection coordinators in the business areas are
available in the RoPA Help.

More detailed information is available on the respective Wiki page Collaboration
Model between Business Areas and DPP,

Where
The ROPA application can be accessed through Record of Processing Activities

(RoPA)

During enrollment, procedure owners must provide information about data
protection relevant processing. The tool offers information on required entries in
context of each question including general hints regarding data protection.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 14



How can we help to gain transparency on
procedures and identify associated
risks?

Lean Risk Mgmt.
Available




SAP Data Privacy Governance
Data protection and privacy governance for the extended enterprise

Survey and track

Create records of processing activities (ROPA) surveys, optionally
leveraging existing templates

Publish surveys to gather ROPA information
Use survey results to populate a repository to report ROPA information

Evaluate whether a data protection impact assessment (DPIA) is required

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL *Coming, see Ccu rrent road map 16



Records of Processing Transparancy: Contributor View

P ¢ o TV Navigation Title Q e E

Hire to Retire

Records of Processing Activities

Created by: Sample User Completeness Evaluation
Created on: 07/06/2018

Last Updated By: sample@sap.com _ 80% -

Last Updated On: 07/06/2018

A

1 Data Processingv 2 Data Protection Impact Assessment v 3 Technical and Organizational Measures 4 Data Subject Rights v  Evaluation Results

v | Telephone number
Usage tracking data
v! UserID

User profiles

1.3.2 Special Category of Personal Data Types A

Can the processing of persoanl data be specified as one of or more of the following?

Racial or ethnic origin

Religious or philosophical beliefs
Trade-union membership
Political opinions

Data concerning health or sex life and sexual orientation

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 18



Records of Processing Transparancy: Manager View

< /ﬁ "4.‘.-7

Variant Title ~~

Search

Type:

Q Records of Processing... 1

Records (5)

Name

Order to Cash

Business Id: 16

Emergency Process

Business Id: 18

Productions Operations
Business Id: 23

Application Process HR
Business Id: 2

Quality Assurance Process
Business Id: 9

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

Type
Records of

Processing Activities

Records of
Processing Activities

Records of
Processing Activities

Records of
Processing Activities

Records of
Processing Activities

Template:

Records of Processing...

Evaluation Result

OK

OK

OK

D'—'I

Navigation Title ~~

Business Id:

~ #

Status

Published

Draft

Draft

Published

Published

Status:

Changed By

a.user@sap.com

a.user@sap.com

someone.else@sap.com

a.user@sap.com

a.user@sap.com

Changed On
Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Adapt Filters

+

Template

Records of Processing
Activities Version 1

Records of Processing
Activities Version 1

Records of Processing
Activities Version 1

Records of Processing
Activities Version 1

Records of Processing
Activities Version 1

&
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How can we help to evaluate risks in an

adhoc way?

Lean Risk Mgmt.
Available
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SAP Data Privacy Governance
Data protection and privacy governance for the extended enterprise

Assess business impact

Data protection impact assessment

Assess criticality of DPP-relevant processes with data privacy impact
assessments

Enable a lean risk evaluation to assess and monitor risks associated with
DPP-relevant processes

Security business impact analysis ( Planned 201902 )

Deploy survey-based security threat modeling and issue mitigation for
appropriate defense strategies

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL
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Data Protection Impact Assessment: Contributor View

2 < o 9 Navigation Title Q @

e

Hire to Retire

Data Protection Impact Assessment

Created by: Sample User Completeness Evaluation
Created on: 07/06/2018

Last Updated By: sample@sap.com -

Last Updated On: 07/06/2018

~ R

1 General Informationv 2 General Risk Evaluationv 3 Third Party v 4 Security of Processing Vv 5 Change Management v

2.7 Information to be provided where personal data are collected from the data subject

How severe would you rate the risk not being able to provide the requested information?
® Low
O Medium

O High

2.8 Information to be provided Further Explanation

Please explain why you selected the answer

2.9 Right of access by the data subject

How severe would you rate the risk not being able to provide the requested access?

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 23



Detail Risk View with Explanations

”~ R
P < o E7

Hire to Retire
Data Protection Impact Assessment
Created by: Sample User
Created on: 07/06/2018
Last Updated By: sample@sap.com
Last Updated On: 07/06/2018

1 General Informationv 2 General Risk Evaluation™v

Evaluations (12)

Name

Confidentiality Breach

Integrity Breach

Availability Breach

Information to be provided where
personal data are collected from the data
subject

Right of access by the data subject

Right to rectification

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL

Completeness

Navigation Title <,

Evaluation

OK

Evaluation Summary

OK

OK

OK

OK

OK

OK

~ #

Evaluation Description

A high risk of confidential breach will do
something and therefore we have to do
something else

A high risk of integrity breach will do
something and therefore we have to do
something else

A high risk of availability breach will do
something and therefore we have to do
something else

A high risk of not being able to provide
the information will do something and
therefore we have to do something else

A high risk of confidnot being able to
provide the requested access will do
something and therefore we have to do
something else

A high risk of not being able to provide
data rectification will do something and
therefore we have to do something else

3 Third Party v 4 Security of Processing v 5 Change Management  Evaluation Results

Date

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Sept 32018 1:12 PM

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

Sept 3 2018 1:12 PM

(

Planned 2019Q1

)

=
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Evaluation Engine: Flexible Formulas

P & 2V Navigation Title ~~ Q © =

Hire to Retire questionnaire

Created by: Sample User Updated By: sample@sap.com
Created on: 07/06/2018 Updated On: 07/06/2018
~ 5
General Information  Evaluation Formulas
* .
Source System:
Questionnaire v
*Source Object ID:
Records of Processing Activities Version 1 v
Evaluation Formulas
+
Calculation Target Field
Case( | Legal Basis | = yes | . | "good” | . "bad” | ) |Z| Legal Basis Risk o’
Case( LegalBasis.question = LegalBasis.answerOption.yes , "good", "bad")
Authorized _ - - S 3 " : o
Case( \ Access = \ yes ‘ s good , bad | ) ﬁ Authorized Access Risk 7]
Case(LegalBasis.risk = "good" AND AuthorizedAccess.risk = "good" , "good" , "bad")
Case( | Legal Basis Risk | = | "good" | AND | Authuri;tiesdk/-\ccess | = | -good | , | "good” | , |"bad" | ) |2 Questionnaire Risk 3

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL
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Chapter IV GDPR

SeC u rlty B us I NessS I m p aCt A n al yS I S Data Controller and processor obligations

Technically: full reuse of survey-based RoPA infrastructure

Functionally: IT Security specific
vocabulary,

master data,
status management and
work flow definition

Pre-defined content

Support of linking with RoPA and DPIA records

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 26
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How can we help to mitigate identified

riIsks?

Extended Risk Mgmt.
Planned for 2H2019
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SAP Data Privacy Governance
Data protection and privacy governance for the extended enterprise

Mitigate risks via risk assessment and controls

Maintain a risk catalog*
Assess risks*

Document manual and automated controls related to DPP
requirements and risks*

Detect compliance breaches via operational DPP checks (automated
controls)*

Support DPP-related audit process*

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL *Coming, see Ccu rrent road map 28



DPP Risk Framework

Chapter IV GDPR
Data Controller and processor obligations

Risk assessment
Performed by assessing Probability (optional) and Impact, resulting into calculated Risk Level
Different assessment methods would be available (Qualitative, Quantitative, Scoring)
Assessment can be entered either manually or calculated based on the survey answers (reusing Survey-based infrastructure)
Multiple risk impacts can be evaluated for single risk

Risk Mitigation
Responses and its mitigations of the risks can be entered either manually or controls from the ,,Control Framework® can be used as
responses and mitigate the risks
Risk mitigations can be influenced automatically by the result of the control evaluation in the Control Framework

Further Integration scenarios
Support of linking with RoPA and DPIA records resulting into aggregated risk level of the linked record (e.g. DPIA Risk Level)
Risk KRI can be defined to evaluate the risks by executing a procedures in the connected systems

Reporting

Multiple standard reports and dashboards would be available (Top risks, Risk Heatmap, Marci Chart)

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 29
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DPP Risk Framework: Business Flow

Contribute

Configuration

Expert (DPG) DPP Risk Expert Unit Risk Specialist
Identification Assessement Treatment
(name, describe) (relevance level) (accept, mitigate)
Assign to Score
procedure/Ropa (likelihood, impact)

Manual Survey

Planned App

Config for

Risk
DPG Risk

Identificatio

Risk Treatment

Analysis Definition
(Remediatio
)


https://www.privacy-regulation.eu/en/article-40-codes-of-conduct-GDPR.htm

DPP Control Framework

Chapter IV GDPR
Data Controller and processor obligations

Main features of Control Framework
Master Data creation/upload
Control Library
Manual Control
Automated Control
Connector to SAP and non-SAP systems
Issue and Remediation
Content Management

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 31
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DPP Risk Framework: Business Flow
Detect compliance breaches and high risks via automated procedures

L Control Control Result Remediation :
Motivation ) : Reporting
Management Execution Processing management

Use Case Detection Investigation Remediation Reporting
DPG Identify deviations from Clarify identified issues Decide and trigger Analyze and optimization
mitigation activities and reporting

IT Controls given patterns, policies,
etc.

34
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How can we help to ease your PIMS and
ISMS day to day and audit operations?

Extended Risk Mgmt.
Planned for 2H2019




SAP Data Privacy Governance
Data protection and privacy governance for the extended enterprise

Monitor and report

Monitoring
Provide insights into status and information for regulatory reporting

Integrate with SAP Analytics Cloud for flexible reporting capabilities*

Create a cockpit for a single point of entry for DPP tasks such as
connectivity to SAP Information Lifecycle Management*

Create ROPA entries based on data analysis of SAP S4/HANA Cloud
and third-party systems*

*Coming, see current roadmap

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL
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Single Point of Entry via the SAP Fiori launchpad

i) SAP4

DPG Cockpit

Form Templates

Templates

Forms

Risk Evaluation
Activity Report

6

Forms

Useful Apps

Policies

4

Policies

Record Repository
Data Settings

Questionnaire
Activity Report

Analyze Records

Risk Evaluation Data
Settings

Risk Remediations

3

Remediations

Home ~~

Record Repository

7

Records

Questionnaire Data
Settings

Risk Evaluations

8

Evaluations

Record Repository
Activity Report

New policy to acknowledge

The policy "Data Privacy and Protection”
is available for you to acknowledge.

32 mins ago

Travel expenses have been approved

Your travel expenses have been
approved.

2 days ago

Non compliant RoPa Entry

A RoPA entry has been rated as non

compliant.
1 hour ago

37



Customized Analytics via SAP Analytics Cloud Platform

_f‘ B E.‘;’ App Name ~ 2\ © =
Data Privacy Analysis ~ | PC 758k | Pm 28.4% | PR 973k Adapt Filters (2) [72
Created Records by Period Records by Status ? () Records by Evaluation Result v (1)

s saved 15 e

. 31 30 29 30 B DPIArequired 40.0%
———— 21 r
P — Pending
- oK 21.5%
Other 38.5%
May Jun Jul Aug Sep Oct
~ ®
Records Details View By Q Q © U u S m
20% Residual Total Loss - Actual
Residual Total Loss - Forecast
18% Residual Risk Level - Actual
Residual Risk Level - Forecast
16%
14%
12%
10%

8%

6%

4%

2%

0
Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov

Items (7) &
Evaluation Name Organizational Unit Activity Person Responsible Inherent Risk Level Residual Risk Level Inherent Total Loss Residual total Loss
No Legal Ground LoB Human Ressources HR DPP Project  Max Mustermann Medium Medium 2,456,789 EUR 456,789 EUR

© 2018 SAP SE or an SAP affliate compan Automated profile building LoB Human Ressources HR DPP Project  John Doe Medium Medium 2,006,000 EUR 5,619 EUR 38




SA P Dat a P r I VaCy G O v er n an C e gg::tczrnlt\:oclilzraRnd processor obligations
Automated Record of processing activities

A | ’

_U Description = Value Drivers \j Innovations
X i
Generate an automated records of processing Validate manual ROPA input with real data Immediate DPP data evaluation based on
Art. 30 GDPR and detect inconsistencies in manual ROPA real data and within distributed landscapes
Generate data statistics to support and records
validate manual created records of Provide data-based insights into personal Scope
processing data processing Use S/4HC data statistics to improve
Fully automated, data-driven evaluation of Linking of auto and manually created records documentation quality _
personal data related processes in live allows auditability Connect to multiple backends to centralize
systems efforts and improve tracking accuracy

Generate ROPA entries automatically Key Benefits

Ease DPP compliance and accuracy by
establishing a DPP governance hub based
on real data evaluation

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL 39
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2 Step Approach
Lean Risk Mgmt.

- Assess business Manage risk and :
Manage policies Survey and track impact controls Monitor and report

» Create and = Create records of » Assess criticality of

disseminate policies processing activities DPP-relevant

related to data surveys, optionally processes with data

protection, privacy, leveraging existing privacy impact

and security templates assessments
= Gather policy = Publish surveys to gather = Deploy survey-based

acknowledgements by ROPA information IT security threat

modeling and issue
mitigation for

those subject to them
Use survey results to

= Gather training populate a repository to appropriate defense
attendance status as report ROPA information strategies*
further evidence that and determine whether a
appropriate policies data protection impact
are understood* assessment is required

= Create ROPA entries
based on data analysis of
SAP S4/HANA Cloud and
third-party systems*




We want to hear from
you! Be sure to complete
the session evaluation on
the SAPPHIRE NOW and
ASUG Annual
Conference mobile app.
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Access the slides from 2019 ASUG Annual Conference here:
http://info.asug.com/2019-ac-slides
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For questions after this session, contact us at [email] and [emall].
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Stay connected. Share your SAP experiences anytime, anywhere.
Join the ASUG conversation on social media: @ASUG365

H#ASUG
You
Tube
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Dr Sandro Lovisa

Chief Product Owner of SAP Data Privacy Governance

Leading the SAP Data Protection & Privacy Cloud solution development

Sandro.Lovisa@sap.com Join us at:

s AR

SAP CLOUD TRUST CENTER

sap.com/cloud-trust-center

Evelyne Salie

Senior Director, SAP Center of Excellence for Finance & Risk

SAP Data Protection and Privacy Knowledge Hub
Global Head of oCFO GTM Strategy
Evelyne.salie@sap.com

Joi line: Twitter Linked|
oin me online: Twitter Linkedin THE BEST RUN w
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