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Learn about key challenges for digital compliance
and how to align your compliance strategy with the
SAP ERP solution

How to automate, accelerate and transform
compliance into continuous profitable advantage

Learn to build an incremental roadmap to support
sustainable compliance
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Agenda

* Background on State of lllinois SAP ERP and
Compliance Transformation

* Approach & Benefits

* Roadmap




Internal Control Deficiencies Affect Everyone

Large Financial Company is paying a
S1 million civil penalty to the
Federal Reserve stemming from
losses due to internal control
deficiencies

State agency found to be
lacking in controls over access
and change controls to
production system that pays
out over S1B in claims

Treasurer from small city
embezzles $54 million over two
decades by being given too much
control without oversight in
financial process

Global consumer product company shares tumble
based on “lack of design and maintenance of
effective controls in connection with the
previously-disclosed implementation of its
enterprise resource planning (‘ERP’) system in the
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In 2011, the Auditor General highlighted the risks of not having a
centralized financial reporting system

THE 2011 AUDITOR GENERAL REPORT

FINDINGS, CONCLUSIONS. AND
RECOMMENDATIONS

REPORT CONCLUSIONS

The State of Illinois’ financial reporting “system” is

comprised of over 260 individual financial systems, many

of which are not interrelated, are antiquated, and are

costly to operate. The lack of a centralized financial

reporting system has considerable negative consequences,
| position of the State. The lack of timely financial reporting |
i limits effective oversight of State finances, adversely |
I affects the State’s bond rating, and jeopardizes federal |
| funding. |

1 Auditor General report dated March 30, 2011 for fiscal year ending June 30, 2010
Based on the 2011 Auditor General report, IL ranked 48th out of 50 States in timeliness of generating a Comprehensive Annual Financial Report (CAFR)




Overall SAP ERP Implementation Approach
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Where we are today...




Illinois Outlook at Program Inception

50,000+ employees
~5000 SAP Users

400+ Legacy System

50+ Agencies

~$70 B State Budget

SAP Systems
running on HANA

Business
Continuity
Management

Application
Security

Security &
Vulnerability
Management

Identity &
Access
Management

Privacy &
Data
Protection

Infrastructure
& Operations

Security




SAP GRC Implementation — The Beginning

Understanding what we were dealing with and what we wanted...

Where we started...
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9
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All documentation related to
monitoring of controls was paper
based

Agency staff involved in financial
processing operated
organizationally in silos and
systems did not talk to each other
at all

Access to financial system
granted by IT staff
disconnected from the
business

Agency staff struggled with
lack of understanding of full
accounting cycle coupled with
staffing shortages

Where we needed to be...

Governance

Set the right tone and make effective decisions

Assess and implement ethics programs, training, change
management, anti-fraud programs and
monitoring/reporting

Compliance program design and control testing
Compliance monitoring, assessment, and effectiveness
Specialized compliance services: NIST 800-53 etc.
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Approach

How we started the journey

Involved the key
stakeholders for strategic
oversight and decision
making

* Aligned on the objectives of
program implementation

* Understood what key pieces
of data will improve the
compliance posture

Too often, the focus is on the tool, as opposed to the GRC program content itself !! Gsm

Defined the framework for
the program —regulations,
policies, business processes,
risks and controls

Assessed the out-of-the-box
tool capabilities against
public sector processes
Refined workflows and risk
assessments to meet the
unique needs of IL

Started small with a pilot
implementation

Adjusted as needed to each go-live
to address new unique agency
requirements

Assessed the efficient use of agency
staff to achieve compliance
Delivered agency trainings on risk
and control monitoring tasks
Enabled an infrastructure for
continuous monitoring




The Final Statewide Solution

~ 400 controls @ ~600 risks @ ~800 mitigated users 20
N
L%




Benefits
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Roadmap

Identity Enterprise Implement oredict
Management Dashboards Shared Services redictive
Analytics
SAP Success Infrastructure GRC Audit Machine
. Learning & Cloud
Factors Optimization Management o
Capabilities
, Optimize _
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Access Culture . Process
Operatin ;
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Lessons We Learned That You Don’t Have To

Early Investment with SAP training
Client team needs to know SAP before
design workshops start; enables them
to translate business process in terms
of SAP tcodes and better articulate
requirements

Leadership Engagement

The leadership should be actively
engaged and play catalyst role to
drive the change management

Staffing

Client team should be adequately staffed
to effectively facilitate translation of
business requirements to system
integrator, who is the SAP expert

Maximize Resource Utilization
Starting with design workshops, there
should be a dedicated GRC Lead who
understands the functional aspects of
the business and has technical
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Take the Session Survey.

We want to hear from
you! Be sure to complete
the session evaluation on
the SAPPHIRE NOW and
ASUG Annual Conference
mobile app.




Presentation Materials

Access the slides from 2019 ASUG Annual Conference here:
http://info.asug.com/2019-ac-slides



http://info.asug.com/2019-ac-slides

Q&A

For questions after this session, contact us at
Barbara.Piwowarski2@illinois.gov and manissingh@deloitte.com




Let’s Be Social.

Stay connected. Share your SAP experiences anytime, anywhere.
Join the ASUG conversation on social media: @ASUG365 #ASUG

You




