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Key

Outcomes/Obijectives




What is Solution Manager 7.2 SOS?

Why do | care?

General information from the report

Suggestions




(SQOS) or

Security
Optimization
Service
Analysis

This is a wonderful tool that is included in
Solution Manager so you already own it. Use
it to check your entire system for
vulnerabilities both inside and outside of your
company.


https://support.sap.com/en/offerings-programs/support-services/security-optimization-services-portfolio.html

Business case SAP Security

e What are the threats? WHERE ARE THE
THREATS COMING FROM?

2 ® 580/0 Within the
organisation
(2]

 Hackers (Internal and external)

— Insiders can steal or leak information they can
usually do so with far greater ease than outsiders

Employees Third parties
with out evidence of intrusion E

— Employees may unintentionally compromise

security, usually caught up in a business
requirement

« Market competitors organisation | CTO)

* Employees

Ex-employees
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Security Optimization Service Analysis

Proactively
identifying

Reduce

security risk security audits




System venerability
We found over 100 ways to hack the system in our
report

Table to be searched ISFLIGHT "

Super Users — —
Role & Authorization Management
Authorizations

Internet Communication Framework .

PSE Management

> Password POIICy Hardcodedcredemialsoenla«tl,z:;::mce ::;:

. . 2,99% ) \ Cross-site scripting
> General Authentication Code njection 20,47%

3,78% —
> Administration and authorization Cromseits raquest forgery N
6,57%
» Data & Program Access o —
» Change Control <;l;; = |
> Development . ’ ~_ Missing authorization
— r 20,45%

» Transport Control DATAS
> User management Configuration issues Directory traversal { T 1
>
>
>
>
>
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Password
Policy

Password

2| New Password Rules (Case-Sensttive)
New Password |h"0fx’| P .-

|
I 2R E RS S S R R R R R RS SRR R R R RS R R R R R R R EE RS

-4

Repeat Password
Password Status Productive Password

=

= Complexity
= |nitial password
= Security Attacks indicated by user lock due to incorrect Logon
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Users have not login for extended period of time.

Security Critical events for end users are not logged in
the security Audit log.

Multiple Logons using same use ID not prevented.

General

AUthe ntication User account has the right to change password

Interval for long productive password is too long. (can
continue to try to login as many times as they want)

Users have access to Trusted SSO table. (add system as

trusted)
ASUG




Administration and authorization

. Users other than system Administer can
. maintain system profiles
. start stop application servers
. Authorized to Start/Stop Work processes
. Are Authorized to Lock/Unlock Transactions
. Are Authorized to Maintain Other User's Lock Entries
. Are Authorized to Maintain Own Lock Entries (Inconsistencies due to incorrect deletion of locks are possible)
. Are Authorized to Delete or Reprocess Broken Updates
Are Authorized to Activate a Trace
. Locks may stay in the database after users terminate their sessions incorrectly.
. Security Audit Log is not active
. Sending Trace Data to Remote Client
. Authorized to Display Other Users Spool Requests (allows unauthorized access to sensitive data)
“Ezi - 0“'. . Authorized to Change the Owner of Spool Requests(authorization allows unauthorized access to sensitive data contained in spool requests after the ownership has been changed.)
. Are Authorized to Redirect a Print Request to Another Printer
mhm Ol'ﬁl’ . Are Authorized to Export a Print Request ( unauthorized access to sensitive data )
. Are Authorized to Schedule Jobs (Unauthorized background administration can result in: - Inconsistencies - Loss of information - Unauthorized execution of critical programs )
. Are Authorized to Schedule Jobs in External Commands
. Are Authorized to Schedule Jobs Under Another User Id
. Are Authorized to Define External OS Commands
. Are Authorized to Execute External OS Commands
. Are Authorized to View Content of OS Files with AL11
. (Unauthorized access to sensitive data stored in files at operating system level, for example /etc/passwd on UNIX and interface files with sensitive data. )
. Unexpected RFC Connections with Complete Logon Data Found ( a direct logon to the target system without any further password check could be possible. )
. Are Authorized to Administer RFC Connections
. Are Authorized to Maintain Trusting Systems
. Permit-all simulation mode is active for the RFC gateway ( ignores any existing access control entries)
. Users Are Authorized to Run Any RFC Function without authorization check (In Release 4.6C, for example, there are approximately 14000 RFC-enabled function modules)
. are Authorized to Visualize All Tables via RFC (Unauthorized access to sensitive data by means of RFC)
. Incoming RFC with Expired Password is Allowed
. Users authorized for Trusted RFC
. Users authorized for Trusted RFC which can be called from any calling user
. Unexpected Trusted System Connections Found
. Authorized to Maintain Trusted Systems
. Allowed to Maintain the ALE Distribution Model

. Allowed to Maintain the Partner Profile




= Are Authorized to Start All Reports

= Authorized to Display All Tables (Unauthorized access to sensitive
data)

= Authorized to Maintain All Tables (Unauthorized maintenance of
sensitive data)

= Authorized to Change the Authorization Group of Table

n Authorized to Administer Queries
D a ta & . Authorized to Execute All Function Modules

Program
Access @)

Critical security issues were found in your system.
See the information in the following sections.
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Change Control

System Change Option Not Appropriately
Configured in the Production System (Threats
that arise with the possibility of development

in production systems: - Malfunction of
system due to programs that have not been
tested properly - Unauthorized data access
with modified or self-developed programs )

Authorized to Development in the
Production System

Are Authorized to Change the System Change
Option

Authorized to Debug and Replace Field
Values in the Production System
(Unauthorized access to data and functions,
since any authorization checks can be
bypassed with this authorization)

Authorized to Execute eCATTs in the
Production System (Unauthorized data
transfer into the SAP system)

Are Authorized to Change the Client Change
Option(Development is possible in the
production system by all of the following
persons)

Authorized to Perform Customizing in the
Production System

SAPgui User Scripting Is Enabled ( possibility

of misuse as it is possible to record sensitive

data, for example when creating a new user
or changing a user's password. )

Are Authorized to Create New Clients (logons
are permitted with the hard-coded user SAP*

)

Authorized to Develop Queries in the
Production System

Table Logging Is Not Enabled for Import (Lack
of information for tracking unauthorized
changes to Customizing)

Users Are Authorized to Delete Clients

Authorized to Execute CATTSs in the
Production System (Unauthorized data
transfer into the SAP system)




Development

Development Sources Are Not Scanned for
Critical Statements (Coding might contain certain
statements (listed as "Critical Statements" in the
Code Inspector results) that are critical to
security or endanger program stability. Examples
include: - INSERT REPORT (ABAP command) -
EDITOR-CALL FOR REPORT (ABAP command) -
DELETE_USER_ON_DB (function module) -
BAPI_USER_* (function modules) )
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Transport Control

=  Are Authorized to Change the TMS
Configuration(Inconsistencies due to
incorrectly configured CTS)

=  Authorized to Start Imports to Production

m Are Authorized to Create and Release
Transports

u Authorized to Approve Transports
=  Transports Are Not Scanned for Virus

Development

QAS

Production
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User Management




Unexpected Users Are Authorized to Change a Super User Accounts

Not all profiles are removed from user SAP*

User SAP*'s activities are not logged in the Security Audit Log

User DDIC's activities are not logged in the Security Audit Log

User EARLYWATCH's activities are not logged in the Security Audit Log




Role &
Authorization
Management

Users Are Authorized to Maintain Roles Directly in
the Production System

Users Are Authorized to Maintain Profiles Directly
in the Production System

SAP Standard Roles Are Assigned to Users

Profiles on Long Time Locked Users
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Authorizations

Users Are Authorized
to Disable
Authorization Checks
Within Transactions

Users Are Authorized
to Delete an
Authorization Check
Before Transaction
Start

Global Disabling of
Authority Checks Is
Not Prevented



Are Authorized to Activate ICF Services

Are Authorized to Administrate the ICM
Internet

Communication

F ramewao rk Are Authorized to Configure the ICM Monitor(Unauthorized

change of ICM services)

ICM (Internet Communication Manager) Is Active (Backdoor
entry to the system via the Web Application Server)
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PSE

Management

USUCx



o . : Sl @ Service Delivery Rea

»arch Sessif SAP Secu rlty Select Service Assign Context Data Enter Details

BW: O ptl I I l IZatIO n ervices | Content Update Maintain Recipients
Export Show All Services
Service (SOS)
i . vice ... Scope System
SAP Business Process Ana Business Process Analysis Session
. Getting B
SAP EZE Trace Analysis EZ2E Trace Analysis Session
. - ~ - - 127907
SAP EarlyWatch Health Ch EarlyWatch Health Check Session
. . - r FPB-A..
SAP GoinglLive Check GoinglLive Venfication Session Automat
N\ ~ N FPB-A..
\ SAP Security Optimization Security Optimization Session
Going Live Suppo ) i ) A YPE~A..
SAP Security Optimization Security Optimization Session Automat
Going Live Support Sessio . ” x 322104 TPO-A..
SAP Technical Performanc.. Technical Performance Opt
Engagement Support Session New > K 321503
SAP Technical Project Eval Technical Project Evaluation Session
Activate Solution New i - . = i - ) 307746
SQL Statement Tuning SQL Statement Tuning Session
Technical Feasibility Check Session New . - X N 310787
e Security Optimization Serv... Security Optimization Service Session D
Business Proc. Performance Opt. S... New _ N ~ N x - 319335 YPE~A..
Setup EWA for HANA Platf Setup EWA for HANA Platform Sess
Setup Product System Setup Product System Session Last Refresh: 03/29/2019 17:28:17 CET Ref
tails of Session: Security Optimization Service Session Sizing for SAP HANA Sizing for SAP HANA Session

Transport Execution Analysis Transport Execution Analysis Session

Details Assigned Issues (0) Session Components (1)

Transport Execution Analy Transport Execution Analysis for Pr

Service: Security Optimization Service Session: S¢ < Previous  Next >

Service Type: Self-Service

sion ID: 1000000026636




SAPS
—

m

Read-Only

Help Text

Security Optimization Service Session

Create Incident

1 Managec

SelectLogonto @ @/ 3 Choose/Schedule

- Assigr
12 Questionnaire Data Collection

1.4 Customize 8,/ 2 Anayso

Report Output

Next>  Save

In this step, you prepare your session.

The step is divided into several substeps. Each substep contains detailed help texts.

Choose Next to continue and navigate through the session.

The Steps section provides an overview of the including

The Log section contains the by an

Steps

Status

a
<
2]

Description

Select Logon to Managed System

Assign Questionnaire

Choose/Schedule Data Collection

Customize Report Output

1 such as the status, changed date, and time.

LastChanged On  Last Changed By

03/29/2019 17:49:21
03/29/2019 17:49:21
00/00/0000 00:00:00

03/29/2019 17:49:21

1.2

Assigr
Questionnaire

~ Choose/Schedule
1.3 Data Collection

3 Report




A look at the Questionnaire.

Security Optimization Self Service Questionnaire

Service Delivery GSS Security Optimization Self Service

Save Close Generate Reports , Report Preview

Document Message Overview

)
Service Structure

Save+Next Open Check  Expert Mode

»  Search

Complete

I«

by b?

¥ [g& Questionnaire for the Security Optimization Service
[ Questionnaire "SAP Solution" for System
& SAP NetWeaver Application Server ABAP
& SAP Human Capital Management
*» [ Customer Defined Authorization Che’.ss
& Import Data from Word Document

v -

Pen
ID 1000000026637 Status In Process SDCCN Data Status No download data needed
Re-initialize Technical Information Mode v Crea
Questionnaire for the Security Optimization Service > Questionnaire "SAP Solution” for
Messages
Help Text &
Purpose
To provide about the instance that you are going to maintain.
Check the data in the table below to ensure that the questionnaire instance is correct.
The ‘Changed by section provides information about the last change and will also include you as the person to make the last change during this session
Rating
GREEN as soon as you enter this check,
Questionnaire "SAP Solution” for System
Save = HTML Report Preview | (g Automatic Rating (Green) | [ Green | < Yellow || @ Red
Used Questionnaire Header Data
Export , Undo Paste
) Questionnaire Name Leading System Type Last Chang by Change . Change ... Questionna
SAP Solution ABAP 03/20/2019 16:32:34 B25CE4EOF

Actions

>




Almost there

SAF Security Optimization Service Session 7)v  Personalize

Create Incident

nly < Previous |Next >

Help Text &

Depending on whether the current service type is relevant for data collection, this step can display a single activity (run session) or two activities (data collection and run session).

If data collection has started in the Prepare step, this step monitors its status. You can use manual or automatic refresh buttons to track its status.
Starting an Analysis When the Data Collection Status is Red

Under certain circumstances, the data collection status is not automatically set to green, even though the data was collected. Possible reasons are:

* The job logs have been archived and deleted.
* The managed system cannot currently be reached.

To continue the session, you can manually set the rating to green by performing the following steps:

1. To check whether the data was collected, ensure that the data collection job status in the Prepare step is Completed.

Start Analysis

Show All Logs Refresh Data Collection Details
Status Description Navigation Documentation
Data Collection Display
O Run Session Display

Log with 1 messages for Step Analyse




What does the report look like?

Date of Session 03/29/2019
Date of Report 03/29/2019

Guided Security Optimization Self-Service -
Table of Contents

® Table of Contents
® Summary
® Detected Issues
® Special Focus Checks
Client Overview
Additional Super User Accounts Found (0022)
® Authentication
Password Logon is at Least Partly Allowed (0139)
Password Policy
u Initial Passwords
= Interval for Logon with Productive Password is Too Long (AU081)
= Interval for Password Change is too Long (0127)
= Security Attack Indicated by Users Locked due to Incorrect Logon Attempts (0141)
General Authentication
= Users Who Have Not Logged On for an Extended Period of Time (0010)
® Security Critical Events for End Users Are Not Logged in the Security Audit Log (0136)
= Multiple Logons Using the Same User ID Is Not Prevented (0138)
= Users - other than User Administrators - are Authorized to Change Passwords (0121)
a Users - other than User Administrators - are Authorized to Lock/Unlock Users (0135)
Password Based Authentication Admits Password Attacks (0591)
IR Single Sign-On (SSO) Ticket




* |nitial Passwords

Users with Initial Passwords Who Have Never Logged On

Client

Initial Passwords [%]

Evaluated Risk - High

Recommendation:

Check why so many users have initial passwords. Ask these
users to change their passwords using the profile parameter
login/password_change for SSO, for example. Or delete these
users if they do not need access to the SAP system.

You can use report RSUSR200 of the User Information System
(transaction SUIM) to identity users with initial passwords
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Summary

01

Decrease the risk
of a system

intrusion

02

Ensure the
confidentiality of
your business data

03

Ensure the
authenticity of
your users

04

Substantially
reduce the risk of
costly downtime
due to wrong user
interaction.




Additional links

e SAP Note 863362 - EarlyWatch Alert (EWA) report - Security chapter
e Change Diagnostics

 Configuration Validation

e Security Audit Log

e SIS264 Securing Remote Access within SAP NetWeaver AS ABAP
 Protecting SAP Applications Against Common Attacks

e Secure Configuration SAP NetWeaver Application Server ABAP
 SAP Security Recommendations: Securing Remote Function Calls (RFC)
 Governance, Risk, and Compliance — Access Control

* Governance, Risk, and Compliance — Process Control

e SAP NetWeaver Identity Management
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https://launchpad.support.sap.com/
https://wiki.scn.sap.com/wiki/display/TechOps/Change+Diagnostics+Overview
https://wiki.scn.sap.com/wiki/display/TechOps/ConfVal_Home
http://help.sap.com/saphelp_nw74/helpdata/en/c7/69bcb7f36611d3a6510000e835363f/frameset.htm
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/sis-securing-rfc.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/protecting-sap-apps.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/secure-config-netweaver-app-server-abap.pdf
https://support.sap.com/content/dam/support/en_us/library/ssp/offerings-and-programs/support-services/sap-security-optimization-services-portfolio/securing-remote-function-calls.pdf
https://help.sap.com/viewer/p/SAP_ACCESS_CONTROL
https://help.sap.com/viewer/p/SAP_PROCESS_CONTROL
https://www.sap.com/products/identity-management.html

Take the Session
Survey.

 We want to hear from you!
Be sure to complete the
session evaluation on the
SAPPHIRE NOW and ASUG
Annual Conference mobile

app.

E:EY SAPPHIRE

=ANNUAL
CONFERENCE




Presentation Materials

Access the slides from 2019 ASUG Annual Conference here:
http://info.asug.com/2019-ac-slides



http://info.asug.com/2019-ac-slides

Q&A

For questions after this session, contact us at MH1@I1BM.COM and
Jack.Mays1@IBM.COM.




Let’s Be Social.

Stay connected. Share your SAP experiences anytime, anywhere.
Join the ASUG conversation on social media: @ASUG365 #ASUG

You




