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Headquarters in Columbus, Ohio
More than 50 years in business
1400+ stores in 47 states

Over 35,000 associates

Running SAP for more than a decade




About Kellton Tech, Inc.

Foundation = 1993: Expertise of decades

- USA (Chicago, IL; Cupertino, CA; Houston, TX; McLean, VA;
Princeton, NJ), Europe and India (Gurgaon, Hyderabad)

- Infinite possibilities with technology

—> From startups to Fortune 500 companies

- Core Strength — People and process (ISO 9001:2008 and CMMi Level 3

‘ certified)
“ Ownership

= Public limited. BSE: KELLTONTEC
+“«. « Team Strength - 1,100+ employees (USA 400, India 700)
2 /)




Discuss journey to Solution Manager 7.2
Effective centralized landscape management

Leverage Solution Manager to improve IT
performance

SAP Support Backbone update




Agenda

Solution Manager 7.x
Approach
Journey

Life with Solution Manager 7.2
Q&A




Solution Manager 7.1

* Maintenance optimizer
* Technical Monitoring

* Alerting and reporting
* Scenarios not used —

Solution Documentation
Test Suite

Change Request Management
Quality Gate Management
Business Process Operations




A Challenges with 7.1

* System based alerting

 Hundreds of false alerts

* Managed object specific configuration
* 100+ systems

e Dashboard data not available




Solution Manager 7.2 - Motivation

Manage systems with enhanced template based MAI

Powerful Technical Monitoring capabilities

Improved UX - UI5 based
SAP’s unified UX strategy
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Journey




Important considerations

* Solman 7.1 no longer supported after 2017
* Content migration required?

* Dual stack split / installation

* Parallel maintenance

— Upgrade vs New Installation

e




Approach

Prepare / Maintain Two Diagnostic Plan cutover with
Solution Manager mmmd agents, SLD and Eammd immediate switch
in parallel LMDB setups to 7.2

Configure new
scenarios one by
one

Reconfigure SNMP Managed system
traps to open view configuration



Solution Manager 7.2
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Technical Monitoring

4
Templates

» [@) Database
» [ Database Instance
» B Database Replication Group
~ [§ Host (Server)
- ElAx
(B SAP Prod AIX Alerts |
1] Generic Product
#1] HP-UX
1] Linux
21 08400
(7] Solaris
(7] Windows
Bl SAP Prod Windows Alerts
] z0s
» £, Technical Instance
» [ Technical System
» Tenant Database Instance
» Unspecified Managed Object

L]

Template Settings | Incidents | Notifications Alerts | Managed Objects

Change Settings | Restore Settings
Description Category
»  File System Free (%) Exceptions.
* File System Free (MB) Exceptions.
- P File System Used (%) Exceptions
File age Exceptions.
File size Exceptions.
Number of files Exceptions
»  Textpattern search Exceptions
Additional Capacity Available Performance
Available Capacity Consumed (%) Performance
» Average Service Time per Disk Performance

Details for Metric Type: File System Used (%)
Overview | Data Usage [ cel Validity

* Threshold Type: [i] MNumeric Threshold (Green/Yell
Monitored Value: Average Value

Trigger if value: Exceeds or equals threshold

. e A 95  Percentage
A = @ 99  Percentage

Active

—

EE SAP J2EE 6.40 » J2EE Components Status Availability
1| AP J2FE 7.00-7 02 ICo Status Availability 7
@ SAP J2EE7.10-7.11

- EE SAP J2EE 720 - 7.50 Java ICM Status Availability v

B2 SAP Prod JAVA Instance Alerts Java Instance Hitp Availability Availability v

ig1] SAP J2EE Central Senvice Instance ~ Java Server Node Status Availability v
71| SAP MDM Import Server
1] SAP MDM Server . PROCESS_NAME=server( *) Availability v
7] SAP MDM Syndication Server Number of applications in status red Availability v
@ SAP Ml (all versions) Number of applications in status yellow Availability v
[71] SAP Mobile Platform 3.0
@ SAP NW IDM Number of services in status red Availability v
[71] SAP PCM By Opentext Number of services in status yellow Availability v

One template = several managed systems

Easy to fine tune

@ SAP Pl Adapter Engine 7.00

@ SAP Pl Adapter Engine 7.10 - 7.11

EE SAP Pl Adapter Engine 7.30

@ SAP Pl Adapter Engine 7.31 and newer
[F1] SAP POS RA Server

Details for Metric Type: PROCESS_NAME=server(.*)
Overview Threshold | Validity
+ Send values to Event Calculation Engine

+/ Send values to SAP NetWeaver Business Warehouse




Process Integration Monitoring

SAP Process Integration Monitoring

> |

o atus Overview .

- » Adapter engine

:: [ 9 2 : :

+ Pl Domain Components Channels Messages Related Metrics > IVI a p p I n g ru ntl m e

> Pl channel status

Application Overview

&0
[ Selected Scope:domain.25. || Selected Time Range:From 2019 at 12:00:00 AM GMT-04:00 Tc 2019 at 12:00:00 AM GMT-
domain.25.deyv| 0% domain.35.ga1 14 domain.35.qas 0% domain.45.prd| 0%
e M @ » ¢ e M @ B # e M @ » ¢ e M @ » ¢

0 0 0 0 0 4 13 0 30 1 0 0 0 0 0 5 26 0 0 1




Root cause analysis

Workload analysis

Ol | Bkt
Avernge Keiponse Thne - Wadiry v
00000
S00O00

i

BT —

10000
~ ° anben P
e Wiy Wi WV
wia AR BASIS 740 Dusteg WA AR BASIS Fam
s - Bannss Indatigenins Guarien V] 1+ Basinnss (weed

Respoene Teme pra) 48
Av RFC Respocae Time b} 1081

Navgation Skegn. 36,
Total Rt 1) 13600
Nav_ Sheps BEx Wed {tawa) 260
Avp Runme BEX Web (avi) bs) 386044

Change reporting

Store Content & _
Search: |:| History fiter @ || = History | | | = Searched | | | O Incl Deleted | - Deleted |
History § NOTE VERSION TEXT PRSTATUST PRSTATUS
0001284239 0021 RSCRM: Overcoming the 1 million row limit in RSCRM Completely implemented E

Element History E
Date Mod. Type § NOTE VERSION TEXT PRSTATUST PRSTATUS

. 2018/09/24 0001284239 0021 RSCRM: Overcoming the 1 million row limit in RSCRM Completely implemented E
14.07:52




Central system monitoring

Centrally monitor all systems
Helps Offshore team inspect and proactively respond
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Data Volume Management

Size and Growth Additional Data
* size (G e S (68 o
* Growth (GB): 438 | Monthly TN
* Anficipated Growth Factor (3%): 150 DaoftGEuction % (Archiving)
Initial DB Size Savings (%) 000 Moderat Approach 2500
Get Size and Growth pgaressie A 50,00
ressive Appro...

3 Size and Growth are for all selectd systems where DVM infrastructure is available.

> Data Volume forecast —

. Foecast Feriod (® 12Months 24 Months | 3Years | 4Vears | BYears | 10Vears
Forcast Type: | Growth Trend
aseda on multi-leve
Simulate Forecast
measurement acmmne
35000
B
L] L] L Ll L]
Gain insights and plan archiving = ==
_.__'_'__-_____-o—'———'_'.'___ N - - a
25000 gm0 B = - "
20000
L3
]
® 15000
10000
5000
0 o a a o o a &) [ [ L3 Y a o
o 2 ] o B 0 2 B 2
e N & A A & X & r & & & e
& ¥ § & & & o f Ed ¥ & & &
aNa - & Critical Valus
T Measue | APR-2019  MAY-2018  JUN-2018 JUL2018  AUG2019  SEP-2019  OCT-2019  NOV-2018  DEC-2018  JAN-2020 FEB-2020  MAR-2020  APR-2020
. No Mess.... 24.181 24.507 25.042 25,485 25,958 26.430 26811 27.402 27,803 2414 28035 20467 30,000
Aggressive 24.181 24370 24.602 24328 26.080 25,298 2553 25782 28032 26288 26548 26814 27.085
Modsrate 24.181 24.488 24522 25.182 25,509 25,883 26.224 28502 28,068 27351 77482 28,141 28.547

Crtical V... o o o o o o o o o o o o o




DVM Fact sheets

[Table Fact Sheet - Object: EKKO |

rLﬂ ] w | Hislofy By WesloMonTy Month  ~ Table MARA Syshem bd Gl Fiesalts.
Size history of table MARA Table Rank 123
11005 Table + index Sioe (MB] 1097, 11
Grois LAt weak (M) 0,00
1000 0 Tows DB 0,03
1080 - Helated Dooument Type Fatichir Wrster
Descimmsend Ty Hank i
1050 Dotamend Type Sioe (M) B30 85005
5 OF Totasl DB 1082
1080 |
Relaled Applicstion Area LD
1050 Apgilcalon Ares Rank 2
Application Ares Sim (ME) 840 925,00
1040 T T T % ol Todsl DB 2505
107018 11 2018 122018 01 2018 022019 032018 04 2009
-u-Object Size By Spiem D RTP
Product  EHPT FOR SAF ERF 6.0
Tedsl Size (M) 333 A6
Current size of related tables
Document Type — Current Situation
Tabde ity Sire (M) ity Gromih (WD) -
MEEWH 148 73T 538 0,000
MARDS 120 338 1A 0,000
AR 107T.084 844 0,000
MEEW 101003200 0000
MYER 65 181366 00 o
Related Archiving Objects
H PIBEWH BWVER W R OLH Auchiving Objecl Deascriplion Homber of A
[l MARDH B MARCH I AR RA
[ MART W MARD W Omwres MN_MATHR MM Artiche master neconds o
[ MaEwW W WFF_QRGPRICE Self Service Enabled
Session Mo Pannad Date Ratng

[1] Thee tabie coses ol conlain any data

Last & « Hmdory By WealiMonih:  Month w  Table ERKD System id | Gt Riosulis
Size history of tabla EKKO Tabhs Rank 9

Eal Table » incdex Sice (M) 315073
Caowih Lost week (ME] - d-r

00 WOiTomiDD 008
Rislated [ Typa Purchining

000 - - o Dacument Typs Rank B

Documant Typs Siee (M) AE S35 50
2400 W0 TomiDB A8

Relaied Application Area WM
Apphcation Area Rank k]
Apphication Area Sire (M T4 080 00
2400 | ! ! ) %ol TomlDE 2281
132018 11 2018 123018 01 2019 Ll &Iy &4 219

an=Qotijiet Siza PAE)

2400

sysemiD  RTP
Produd EMPT FOR SAF ERF 6.0

Total Sirs (ME)  3350.324,61
Current size of related tables
Document Type = Current Situation
Tad i Size (MB) O Grizwith (WD) -
EKFO 234652850 0,000
EKEE 43,837,047 0,000
EKET 19,367,047 0,000
EBAM 16 BaD 266 000
EPA 5300504 0000 .
Related Archiving Objects
Anchivng Citpect Chrinption Hamber of AL
WEWFO [JEXET MEPA MEKKG BERFA B Others h_EXHO Puechesing Dacuments 124
HEFBE EERAN BEKEZ M POEXT EEKKI Saif Service Enabied
Sassion Ho Flanned Date Fating

(] T tabée 003 not contain any dats
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Security Note recommendations

System i ; < SAP Note Overview -
Technical System: |_ ~ABAP & ~ ‘ SAP Notes
. . . ) ) Release Date: | da. MMy Yy - dd.-MM.yyyy E\ - ) q‘
TechnicalSyslem~~ MAdminRole ~ Pror SecurtyNoes ot News Performance Notes Legal Change Notes ~ Favorite Applicaton Componeni: [PRN 6 [BCCST @ [oxCscath @ c
D f J y e LT Note Type: | Securiy Note ® ~ | Priorily. | 2 - Gomection with nigh priorty ® v |
Status: | New version available ® New & e ‘ Category: | ~ ‘
OB P Undeied W m B W I oty Cacgon | =
Correction Types: | v |
D JAVA Producton System — Undefined 0 10 0 fii )ﬁ( kemel: | kemel ® v
Release-Independent: | Dependent & ~ ‘
D JAVA Test System Undefined il pLi 10 fei )ﬁ(
System with SAP Notes L T B
LA Producton System  Undefed 2% W i 5 i O qyaem Nomper | Shorttex Do bemen Proy  Categoy  gont®  saus S0 awibues
Potential Denial of Service 2C{-)TI'EC|i0l'I A- F'mgram P - Patch Kemnel Dep
. ~ABAP 2476937 I bility in SAP Standal ] ) ) N N
WP Podcin Sk Undfe a i 11 fi§2 i - e T PO v e oaynows " endent
2.
y Denial of ice (DOS) in SAP BC-CST-5T  Cormecti A-Pi P - Paich Ki |,De)
DM udcimSgn U 3 7 W i i [ AsaP 209081 cover maance agemserace 121 anngn e Dayoes ot
priority
2.
. , I BC-CCM-P Correcti A-Pi P - Paich Ki |,De)
I Producton ysem  Uncened s i 10 3 I Ol e wingn  eror - DayNows M endent
priority
2.
D I..ABAP Pmdumon Syslem Undeﬂned 24] 25[] 250 276 ﬁ O ~ABAP 2358972 2::::'[07 service (DOS) in Message T TR 3;:::;:" J;;DF['IUQTHFH ;;:sl[;l;s o E;:’I:l\‘l)ep
priority
2.
O ~ABAP 2313835 Denial of service (DOS) in SAP S/8/2016 BG.CSTAC Correction A-Program P - Patch New Kermel,Dep

Internet Communication Manager with high error Day Notes endent
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Monthly security notes review

Security i /s/\‘ X
Notes To Be Reviewed _/ confirmed Mot Relevant

SAP Component System Category Priority Patch Day Released On | CVS5 Score | CVSS Vector  Confidentiality Impact (C)  Integrity Impact ()  Availability Impact (A)

230 Document(s) To Be Reviewed

SAP Component Number Title CVSS Score CVSS Vector Category Priority
Correction
o [CVE-2018-2484] Missing Authorization check in CVSS:3.0/AV:NIAC:LIPR:LIUI:  Program with
S-8-BCA-MD 2662687 SAP Enterprise Financial Services a3 NiS:UIC:LI:NIA:N error medium
priority L. . oo
Correction SAP Component System Category Priority Pz i ed On CVSS Score CVSS Vector Confidentiality |
Missing authorization check in CIN Journal CVSS:3.0/AV:NIACHIPR:LIUI:  Program N '4 1 0
JH-CSCIN-MM 2250863 youcher 37 RISIUIC:LILIAN error with low
priority
Carrection 230 Document(s) To Be Reviewed
Fl.CA 2524203 Switchable authorization checks for RFC in SAP a3 CVSS:3.0/AV:N/AC:L/IPR:LIVI:  Program with - e
g ERP Contract Accounts Receivable and Payable NIS:UIC:LI:NIA:N error medium < > !
priofity " |
[CVE-2019-0277] XML External Entity vulnerability CVSS3OIAVNACLPRHIUE  Program Carrection SAP Component Number T|t| 0K | CV|
BC-XS-RT 2764283 in SAP HANA extended application services, 86 NIS:CIC:HN:NIAH error wllth F|igh L A
advanced priority

SAP Component System Category Priority Patch Day Released On CVSS Scor CVSS Vector Confidentiality Impact (C) Integrity Impact (I) Availability Impact (A)
69 Document(s) To Be Reviewed
SAP Component Number Title CVSS Score CVSS Vector Category Priority
Correction
[CVE-2018-2484] Missing Authorization check in CVSS:3.0/AV:N/AC:LIPR:L/Ul: Program with
1S-B-BCA-MD 2662687 4.3
SAP Enterprise Financial Services N/S:UIC:L/II:N/A:N error medium
priority
Correction
FI-CA 2524203 Switchable authorization checks for RFC in SAP 4.3 CVSS:3.0/AV:N/AC:LIPR:LJUI: Program with
: ERP Contract Accounts Receivable and Payable - N/S:UIC:L/I:NJA:N error medium
priority
[CVE-2019-0277] XML External Entity vulnerability Correction
CVSS:3.0/AV:NIAC:LIPR:H/UI: P
BC-XS-RT 2764283  in SAP HANA extended application services, 8.6 rogram with high
NIS:CIC:H/I:N/A:H error P
advanced priority
Correction
[CVE-2019-0265] XML External Entity (XXE) CVSS:3.0/AV:LIAC:L/IPR:H/UI: Program with
BC-CCM-SLD-REG 2729710 P . . 6.0 .
vulnerability in SLD Registration of ABAP Platform NI/S:UIC:H/I:N/A:H error medium
priority




Usage Procedure logging

from requirement to retirement

#>f>

nptl ize

retire
mnnltnr

Manage your whole custom code lifecycle efficiently




Landscape Management
Maintenance Planner Upgrade before January 1t 2020

System Recommendations - Focused Run 2.0

License Management - Solution Manager 7.2 SPS07
Scope and Effort Analyzer

IT Service Management

SAP Engagement and Service Delivery

SAP EarlyWatch Alert from SAP Solution Manager to SAP

Service Content Update




SAP Support Backbone update (ctd.)

* Big Lots Solution Manager landscape was first installed on

FPO -SPS03
* For SAP Support update from FPO to FP3 — SPS08 performed

* Enhanced note assistant v1.2
e Technical user

* Auto configuration using task lists




SAP Notes will be digitally signed

No SAPOSS RFC connectivity for 740 and above
Only HTTPS

Download service via Solution Manager

S-User to be maintained




Install if content migration not required
Do not skip manual steps

Explore

Perform phased scenario configuration
Act now on SAP support update




Useful links

 SAP Backbone Support update

https://support.sap.com/content/dam/support/en us/library/ssp/alm/sap-solution-manager/sap-support-
backbone-update/Backbone-Update One-Slider.pdf

* Technical user request for SAP backbone support

https://apps.support.sap.com/technical-user/index.html
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https://support.sap.com/content/dam/support/en_us/library/ssp/alm/sap-solution-manager/sap-support-backbone-update/Backbone-Update_One-Slider.pdf
https://apps.support.sap.com/technical-user/index.html

Take the Session Survey.

We want to hear from
you! Be sure to complete
the session evaluation on
the SAPPHIRE NOW and
ASUG Annual Conference
mobile app.




Presentation Materials

Access the slides from 2019 ASUG Annual Conference here:
http://info.asug.com/2019-ac-slides



http://info.asug.com/2019-ac-slides

Q&A

For questions after this session, contact us at sai.rolla@kelltontech.com




Let’s Be Social.

Stay connected. Share your SAP experiences anytime, anywhere.
Join the ASUG conversation on social media: @ASUG365 #ASUG

You




