
Managing risk after 
upgrading to S/4HANA



Anyone can deliver security; it is only a transaction and role assignment.  This mindset existed several years ago but 
technology has changed.  Understand how Fiori apps work with standard SAP controls.  How to trace security 
authorizations for Fiori and best practices for updating authorization defaults. Understand the case for building business 
roles in GRC instead of assigning a single role to a connector.  Integration across systems, on premise and in cloud 
architecture are important reasons to embrace GRC and maybe even IAG. 

S4/HANA is not just an upgraded ERP system.  Many companies have approached SAP upgrades as technical 
activities and not embraced enhanced business functionality.  With those changes your infrastructure, database 
and even security are impacted.  What are risks that you should be aware of with S4/HANA?  Do you use GRC 
Access Control?  Are you embracing new functionality or recreating old business processes?  Are you on-prem or 
did you Rise to SAP in the cloud?  Join us as we discuss how to reduce risk, simplify your project tasks and 
manage your digital transformation.
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SAP Simplification Continues : 
Transactions & Programs are 
Becoming Obsolete

• First Release of S/4HANA obsolete (1511)

• S/4HANA 1511, 1610, 1709 and 1809 
implementations becoming obsolete 

• Standard Maintenance for new releases is 5 Years 
(after 2023 proposal for 7 years w/feature packs)

• ECC was setup and support forever

• S/4HANA is an ongoing continuous improvement 
project

• You must embrace change to enable easier 
upgrades



SAP Simplification Continues : Transactions & 
Programs are Becoming Obsolete

• Master list of impacted transactions/programs - DNE

• Program PROFGEN_CORR_REPORT_2 provides list of obsolete 
transactions in role menus

• Many Central Transactions replaced derivations

• Some transactions enhanced instead of becoming web-based Fiori Apps
Simplification Item Catalog

734

https://launchpad.support.sap.com/#/sic/


SAP Simplification Continues : Transactions & 
Programs are Becoming Obsolete

• Table SBLM_BLACKLIST – Obsolete Transactions, Programs, etc. 

• SAP Error - 2476734 - Runtime error SYSTEM_ABAP_ACCESS_DENIED

• SAP Error - 2295840 - Outbound / Inbound calls from external to RFC FM 
are blocked when the FM is blacklisted and the UCON-Check is active

• S/4HANA 2109 UCON is active by default

https://launchpad.support.sap.com/#/notes/2476734
https://launchpad.support.sap.com/#/notes/2295840


• SU25 Upgrade Procedures

• Use the SAP Upgrade Tools

• Customer Specific Digital Transformation - SAP 
Readiness Check

• Based on your activity and configuration a plan

• Process Improvements

• TEST, TEST, TEST

SAP Simplification Continues : What do you do?

https://help.sap.com/docs/SAP_READINESS_CHECK


Overhaul what you own or Charge Ahead
Brownfield, Bluefield, Greenfield
Every choice has a cost/benefit but what do you have 
when you are live?



Security

Security transactions, Fiori Apps 
authorizations, object values and 
roles are only a small piece of the 
S/4HANA journey.



Security – Set of business 
transactions assigned to a 
role.  MUCH MORE

• Security Parameters for your new 
infrastructure
• Authentication methods
• Internal or Alternative Identity 
Source?
• On-Prem Datacenter
• On-Prem Private Cloud
• Private Cloud
• Public Cloud
• VPN Only or Internet Accessible?
• Mobility (RF, Tablet, Phone, 
Camera…)



Managing Risk & Provisioning: 
GRC Access Control, IAG, 
Manually, ??



Understand 
the user 
lifecycle 
and daily 
processes 

1 – Document applications, 
architecture and software 
platforms

•On-Premise, Cloud?

• Standard SAP Integration?

2 – What is your identity 
source?

•Manually entered, LDAP, etc.

3 – How will users 
authenticate

• Single Factor – ID and Password

•Multi-Factor – Certificates, Okta, 
Ping, SAP Single Sign On, etc

4 - …



GRC Risks and Rules

2655122 - Maintaining GRC Risks Beyond Transactions

https://launchpad.support.sap.com/#/notes/%202655122


Note 2655122 is a great overview



GRC Risks 
Combinations

• Traditional Transaction within both sides of a risk

• Traditional Transaction versus an ODATA service

• …

• If you upgraded without maintaining your ruleset

• If your scope for your new project was only security roles

• If you want to manage risk

• GRC Risk Analysis Requirements are a large set of tasks!

New Approach for Risk Analysis | S/4HANA On-Premise

https://help.sap.com/docs/SAP_ACCESS_CONTROL/0868c418230e43299792685fe230f2c7/344284ca2e7b473db8ccd2afe8293f70.html?version=12.0.12


GRC and Identity Access 
Governance (IAG)



Overview of 
IAG 
Components



GRC 
Emergency 

Access

EAM or Firefighter 
Requirements
• On-Premise ABAP
• SAP Cloud
• Database Firefighter
• ?



Security By Design



SAP Design or Your 
Design

When you hear SAP state 
Security by Design, what do 
you think they are 
communicating?



Authorization 
Errors

• SU53 : Evaluate Authorization Check

• STAUTHTRACE : System Trace for Authorization Checks

• Parameter auth/tcodes_not_checked : Value "SU53 
SU56“

• Failures are not necessarily required values

• Cross System Analysis required?

• SM20 : Security Audit Log Analysis



Set it and forget it

• One Time

• Annual Audit Review

• Environment  Changed

• Migrate Old Values

• Incident Occurs

• What triggers your review of SAP Security Settings?



Prior to 
S/4HANA 

• Password Complexity & Period Updates
• login/min_password_diff

• login/min_password_digits

• login/min_password_letters

• login/min_password_lng

• login/min_password_lowercase

• login/min_password_specials

• login/min_password_uppercase

• login/password_expiration_time

• Met many audit requirements but falls 
short with a single factor for entry

• Some believed just extended Minimum 
Password to 10 or 12 solves risk



Current Best 
Practices SAP 
Security 
Parameters

• Basic Password Complexity – Minimum even 
with SSO

• login/min_password_lng value of 8 or 
greater

• Login complexity should force at least 3 
types (upper, lower, number, special, etc)

• login/password_max_idle_initial value of 14 
or less

• login/password_max_idle_productive
consider 90 days to deactivate SSO only 
users or inactive accounts

• 863362 - Security Best Practice Checks

• SAP Security Configuratation Guide

https://launchpad.support.sap.com/#/notes/863362
https://support.sap.com/content/dam/support/en_us/library/ssp/my-support/trust-center/sap-tc-01-5010.pdf


Report RSPFRECOMMENDED  



Security by 
Design by 
Default

Brownfield implementations or go 
lives prior to 1909 must manually 
implement Security by Design 
Parameters

Enhanced with 2020 and 2021

2926224 – Security by Design for 
SAP S/4HANA and SAP BW/4HANA 

https://launchpad.support.sap.com/


Security by Design Profile Parameter 
Supporting Documentation



Security by Design by Default

SECURITY 
DEFAULTS

BEST 
PRACTICES

REDUCES RISK CUSTOMERS 
FAILING 



Solution Manager Configuration Validation

• No Longer Set & Forget

• Periodically Validate all SAP Systems within production landscape

• One system as a reference system or a profile

• Report card of all systems not in compliance

• Built into Solution Manager Root Cause Analysis



SAP 
Configuration 
Validation Help
• SAP Solution Manager 

Setup - Support Wiki

• Videos available on You 
Tube

• Guided Procedures within 
Solution Manager

• Must download 
Configuration Validation 
defaults for import

https://wiki.scn.sap.com/wiki/display/SMSETUP/Home


SAP Unified 
Connectivity (UCON)

Problem: SAP Customers have not followed best 
practices and excessive remote access is available 
for exploitation.

Facts: Most customers require a limited number 
of exposed function modules but continue to 
expose over 40,000

Solution: SAP Unified Connectivity (UCON)

• Identify Function Modules Required

• Block all remaining Function Modules



UCON Does not impact local system/client



UCON – A new independent layer of checks



UCON Setup & Configuration

• Activate UCON profile parameter - UCON/RFC/ACTIVE = 1 
(enable UCON runtime checks for RFM on all servers)

• Activate UCON service in DEV for transport- UCONCONF



RFC Risk after UCON CA is active



Questions



Contact Details:

E: greg.capps@gapac.com

Li: linkedin.com/in/cappsgreg/


