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CLOUD SECURITY

FIORI Impacts to 
Security

Brownfield, Greenfield: 
Risk Impacts

Fiori and SAP EAM



PUBLIC CLOUD RESPONSIBILITIES

• Public Cloud Provider, SAP and the Customer

• Hyperscalers: Physical Security of data center and platform

• SAP: Responsible for Virtual Machines, Operating System, Application 

Software and Data Protection Application & Database, data security, virtual 

machines, resources, operating systems and integration

• Customer: User Management



SAP AS SAAS PROVIDER

• Preventitive Controls & Detective Controls (External & Internal)

• Lifecycle Management

• Blueprint Apps with Security Best Practices

• Standards Review and Risk Analysis for Deployed Applications

• Security by Default Cloud Account Settings

• Security Policies such as Multifactor Authentication

• Hyperscaler Specific Platform Security Features & Services



HOW DOES YOUR ON-PREM OR PRIVATE CLOUD 
IMPLEMENTATION COMPARE

• Security Patch Frequency?

• Threat Detection Tools?

• Best Practice Security & Application Parameters?

• Stringent Application Best Practice & Security Reviews?

• Secure Connectivity? 

• Encryption?

• ???



FIORI SECURITY

Fiori Components

FIORI Impacts to 
Security

Brownfield, Greenfield: 
Risk Impacts

Fiori and SAP EAM



FIORI 
COMPONENTS

• Frontend – Fiori 

Gateway: Primarily UI5 –

Fiori App

• Backend – Odata

Services, Web Dynpro, 

web enabled FM’s



FIORI IMPACTS TO 
SECURITY
GRC Ruleset for example

• For Fiori Apps you must perform an Authorization Sync for your Fiori/Gateway Connector.

• For Odata Services you must perform an Authorization Sync for your S/4HANA Connector.



GRC RISKS AND RULES
2655122 - MAINTAINING GRC RISKS BEYOND TRANSACTIONS

https://launchpad.support.sap.com/#/notes/%202655122


SAP Simplification Continues : 
Transactions & Programs are 
Becoming Obsolete

• First Release of S/4HANA obsolete (1511)

• S/4HANA 1511, 1610, 1709 and 1809 
implementations becoming obsolete 

• Standard Maintenance for new releases is 5 
Years

• ECC was setup and support forever

• S/4HANA is an ongoing continuous improvement 
project

• You must embrace change to enable easier 
upgrades



SAP Simplification Continues : Transactions & 
Programs are Becoming Obsolete

• Master list of impacted transactions/programs - DNE

• Program PROFGEN_CORR_REPORT_2 provides list of obsolete 
transactions in role menus

• Many Central Transactions replaced derivations

• Some transactions enhanced instead of becoming web-based Fiori Apps
Simplification Item Catalog

https://launchpad.support.sap.com/#/sic/


SAP Simplification Continues : Transactions & 
Programs are Becoming Obsolete

• Table SBLM_BLACKLIST – Obsolete Transactions, Programs, etc. 

• SAP Error - 2476734 - Runtime error SYSTEM_ABAP_ACCESS_DENIED

• SAP Error - 2295840 - Outbound / Inbound calls from external to RFC FM are 
blocked when the FM is blacklisted and the UCON-Check is active

• S/4HANA 2109 UCON is active by default

https://launchpad.support.sap.com/#/notes/2476734
https://launchpad.support.sap.com/#/notes/2295840
https://launchpad.support.sap.com/#/notes/2295840


FIORI & S/4HANA APP ENHANCEMENTS

Blog Link - 2021 EAM Fiori App Enhancements

Blog%20Link%20-%202021%20EAM%20Fiori%20App%20Enhancements


CONTACT DETAILS

greg.capps@gapac.com
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