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Right Information. Right Time. Anywhere.
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Strategic Goals
Vision, Mission, 
GBU Objectives
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Transformation

IT & Digital Business  
Transformation

Strategic Enabler

C1 Manufacturing Excellence

3 Strategic IT Transformation Program Workstreams

C2 Supply Chain Excellence

C3 Backoffice Excellence

C4 Customer Excellence

A1 IT Security

A2 IT Netowrk Infrastructure

B1 SAP 

B2 Data Analytics

C5 FOW Digitization

A3 Collaboration

A4 Digital Cloud

B3 Enterprise Busines Systems

IT Digital Strategy built and aligned with Albemarle Excellence Programs

Albemarle IT Mission
Right Information. Right Time. Anywhere!

Empowering our Employee’s Potential

Global Business IT Digitization Strategy
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Right Information. Right Time. Anywhere.

IT Transformation
Collaboration

Albert, Sync, Share
ConvergePoint BYOD  

Albert, Workflow, Communications, 
Fiori, Cloud Apps, Office 365

Plant 
SharePoint Management of Change 

(Lotus Notes Sunset) 

Always On - VPN Anywhere
SSO & 

Self Service Password Reset

Private & Public Cloud Computing

NIST, GDRP, DRM 
Document & Records 

Management

3-1 Mobility Computing
Desktop/Laptop/Tablet

Network & ICS 
Zoning Improvements Transportation Management

Track & Trace

Data Science & Analytics

Compliance, Financial, & Spend Analytic DashboardsSAP S4 Fiori Support 

OEE & Yield Improvements
Performance Analytics 

Engineering & HSE Apps
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GTS

Digital Backoffice
Digital FrontOffice

Digital Production

Integrated Business Operations - RTP
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Engineering

Sales & Marketing - ITC

Digital Twin

Digital Boardroom

Digital Maintenance 

Workday 
Suite

Security

S4 HANA

IGNITE

ICS OT Automation

Business Transformation

Business 
Transformation

Digital 
Transformation

Digital OT Dashboards

Client 
Track & Trace

Digital Operations Centers

Digital Boardroom
& SAP Cloud 

Analytics
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Unified
Messaging & 
Collaboration

Supplier Track & Trace

DCS MES SENSORSSCADA EnvironmentalLIMsPlant DB Plant HistorianPlant Data 
Collection

Wireless

Firewall

Production
Planning

Materials 
Management

Sales & 
Distribution Salesforce

Apttus

Transportation 
Management

Elemica

Warehouse 
Management

AribaIBP Concur

BPC

FICO

Treasury 
Management

Workday

Global ADP
In Progress

Quality
Management

Plant 
MaintenanceEHS

Project 
Management

Engineering

Extranet
Client Portals

Digital Manufacturing Digital Process Automation
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Right Information. Right Time. Anywhere.
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Digital Transformation

Plant Historian
Osi Pi Analytics

Improve OEE Asset & 
Quality Product Delivery

LIMs
NWA Analytics

Ariba Supply Chain 
Sourcing, Warehouse, 
Delivery, Global Trade

Client 
Retention & New Market Share

Salesforce Customer 
Portals and Track & 

Trace

Fiori Employee 
Productivity & Empowerment

Mobility

Increase Observations 
& Well Inspections to 

Increase Asset 
Performance

Drones & Digital 
Cameras

Eliminate & Reduce 
Incidents & Recordables Drones & Digital 

Cameras

Business Process Mining & 
Robotics Process Automation

Shared Services 
Efficiencies & Increased Scalability

Smart Helmet

Digital 
Customer 
Excellence

IGNITE SAP S4 HANA Foundation

Digital 
Manufacturing

Excellence
Digital 

BackOffice
Excellence 

Digital Twin
(Safety Auditor
Smart Helmet)

Digital 
Supply Chain 

Excellence

Digital 
Workflow & 

Mobility

Digital Drones
& Smart Helmet
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Right Information. Right Time. Anywhere.

Albemarle Excellence Digitization Portfolio

66

Digitization 1.0 to 4.0 Road Maps
HSE, MX, Engineering, R&D

Transportation Management
Customer Track & Trace

FP&A KPI Analytics

Albemarle Excellence Digitization Portfolio 6

Plant Historian
Osi Pi Analytics

LIMs
NWA Analytics

Ariba Supply Chain 
Sourcing, B2B, Warehouse, Global 
Trade, Risk Managment, Life Cycle 

Management

Business Process Mining & 
Robotics Process Automation

Manufacturing Cloud & Docusign
& Customer Service Portal

Digital 
Customer 
Excellence 

(CX)

Digital 
Manufacturing

Excellence
(MX)

Digital 
BackOffice
Excellence

(BX)

Digital 
Supply Chain 

Excellence
(SX)

Digital Drones
Satellite Imagery & 

Smart Helmet

Digital 
Future of Work

Excellence
(FX)

Field Mobility – OEE, Shift Connect, HSE, EIMS

Project AI

Customer 
Customer Self Service Order

Hoteling & Hybrid Innovation Hubs
NPS

Customer Satisfaction Analytics 

STP 
BPM & RPA

Microsoft Viva
Insights, Topics, Connections, Learning

Microsoft Project On-Line
Non-Manufacturing Project Portfolio 

Management 
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Albemarle Cybersecurity Framework

Henry Capello
Chief Information Security Officer
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Right Information. Right Time. Anywhere.

NIST CSF 4-year progress
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Tier 4
Adaptive

Tier 3
Repeatable

Tier 2
Informed

Tier 1
Partial

Category Identify Protect Detect Respond Recover

- Tier Rating - 2018

- 2021 Peer Benchmark (Based on anonymous chemical and manufacturing companies)  - Albemarle Target Tier  

- Tier Rating - 2019 - Tier Rating - 2020

All 23 NIST CSF categories have improved since the initial 2018 review

16 NIST CSF categories have met or exceeded management’s target 
Albemarle exceeded a Tier 1 rating in all categories

Results prepared by Third Party Technology Consulting Firm

- Tier Rating - 2021
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NIST Cybersecurity Health Check
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Asset Management 2.78 2.83 3.33 3.00 3.05
Business Environment 2.27 2.60 2.40 2.60 2.53

Governance 3.25 3.25 4.00 3.24 3.50
Risk Assessment 2.67 3.00 3.17 2.83 3.00

Risk Management Strategy 1.67 2.00 2.00 1.33 1.78
Supply Chain Risk 2.53 2.80 3.20 2.60 2.87

2.53 2.75 3.02 2.60 2.79
Access Control 3.29 3.43 3.71 3.57 3.57

Awareness and Training 2.80 3.00 3.40 3.20 3.20
Data Security 2.79 2.88 2.75 3.13 2.92

Information Protection 2.83 3.00 3.50 3.08 3.19
Maintenance 4.00 4.00 4.00 4.00 4.00

Protective Technology 2.93 3.00 3.00 3.40 3.13
3.11 3.22 3.39 3.40 3.34

Anomalies and Events 3.20 3.40 3.60 3.80 3.60
Security Continuous Monitoring 2.67 3.13 3.00 3.25 3.13

Detection Processes 3.13 3.00 3.20 3.20 3.13
3.00 3.29 3.37 3.51 3.39

Response Planning 3.00 3.00 4.00 3.00 3.33
Communications 3.20 3.60 3.60 3.00 3.40

Analysis 3.00 3.00 3.75 3.50 3.42
Mitigation 3.22 3.33 3.33 3.67 3.45

Improvements 3.33 3.00 4.00 4.00 3.67
3.15 3.20 3.67 3.45 3.44

Recovery Planning 2.33 2.00 2.00 3.00 2.33
Improvements 1.17 1.00 1.50 1.50 1.33

Communications 1.89 1.67 2.67 2.00 2.11
1.80 1.56 2.06 2.17 1.93

3.3

3.4

3.4

1.9

Process Technology
Q3 2021 Focus AreasCore 

Function
Category

Q1 2020 Profile 
(Protiviti) People

Q3 2021 Profile
(Protiviti)

ID

Q3 2021
(Protiviti)

2.8

PR

RC

DE

RS
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Right Information. Right Time. Anywhere.

Map Standards to Framework
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• ISA/IEC 62443
• GDPR
• CFAT

• SOX
• NIST 800-xx 
• CIS Controls

• Others 
Subcategory = Specific Outcome
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Right Information. Right Time. Anywhere.

Cyber Incident Prioritization
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26,867,606,751
83,314,556

3,602
332

273

133

Unfiltered Logs
Events

True Positives
Escalations (Tier 2 or higher)

Alerts

Requires action (Alb IT Security)

May 2022

SOC confirms details, provides 
context, and assigns priority.

Albemarle IT Systems Generate 
Threat Logs

AI, And Machine Learning Filter 
Logs To Events And Then To Valid 
Alerts 

SOC Reviews Alarms, confirms, 
assigns priority (high, med, low)Alarms
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Albemarle Digital Cloud

Richard Caronna
VP, Global Network and Infrastructure 
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Right Information. Right Time. Anywhere.

Digital Cloud

• Remote Workforce Transformation
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8%

Pre-Covid

92%

During-Covid

5500+

of employees 
working remotely 

pre-Covid

of employees 
working remotely 

during-Covid

• Framework
• Baseline Policies
• Governance
• Monitoring
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Right Information. Right Time. Anywhere.

Digital Cloud

• Cloud Data Migration

14

~100TB
Data Migrated
during Covid

On-Premises Cloud

Online

• Framework
• Baseline Policies
• Governance
• Monitoring
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Albemarle Advanced Analytics

Yomesh Deliwala
IT Director – Enterprise Architecture & Analytics
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Right Information. Right Time. Anywhere.

Advanced Analytics through Microsoft Azure

Data Governance
 Discover and manage 

data across systems
 Reduce Unmonitored 

and Ungoverned data 
silos (MS Access DBs, 
Complex Excel 
Spreadsheets, etc.) 

Data Privacy, Compliance & 
Security

 Protect data through entire 
lifecycle

 DPA and GDPR compliance
 Data Access and Sharing

Data Integration

 Standardize integration 
methods, tools and 
technologies

 Improve accessibility 
through ease-of-use and 
self-service

Foundation for Cloud/Data Lake based Solutions
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Right Information. Right Time. Anywhere.

Remoteability

Turnover

Talent Acquisition

Headcount

Diversity

Learning

Manual

HR Analytics Architecture

17

HR Data 
Sources

Azure SQLData Factory

Data Lake

Azure VM

Automated
Fileshare

Clean / Combine PowerPoint

Current

Long Term
Resource Group

Subscription

Power BI

Short Term
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Right Information. Right Time. Anywhere.

Global Ethics & Compliance Analytics - Data Architecture

18
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Right Information. Right Time. Anywhere.

Lithium Data Science - Data Architecture
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Firewall

Pure Azure deployment.  Data sets moved for analysis to Azure DataBricks from 
Hana.  
Power BI w/ no restrictions on use.     

MS Data 
Gateway

Azure Data 
Lake

Azure Data 
Factory V2

Execs

Data 
Scientists

Azure 
Integration 

Runtime

Power BI
Service

(dashboard access)

(scored 
results)

(data sets)

(PBI Data Sets)(data lake)

(large experiments – with LOTS of data)

(trained models)

Full data sets

Cloud-resident

Azure DataBricks

Data prep

Data science

Dashboards

On Premise

Data 
flow

Query results

Python 
Job 
service

File store
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Thank You!
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