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Albemarle IT Mission
Right Information. Right Time. Anywhere!

C1 Manufacturing Excellence

C2 Supply Chain Excellence

Digital
Transformation

C3 Backoffice Excellence

C4 Customer Excellence

C5 FOW Digitization

il IT & Digital Business

Business B2 Data Analytics Transformation
Transformation Strategic Enabler

B3 Enterprise Busines Systems

SHEC [ ERES
Vision, Mission,
GBU Objectives

Al IT Security
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A2 IT Netowrk Infrastructure

IT
Transformation A3 Collaboration
A4 Digital Cloud

IT Digital Strategy built and aligned with Albemarle Excellence Programs




IT Transformation

A\ ALBEMARLE
Engineering & HSE Apps

Plant
SharePoint Management of Change
(Lotus Notes Sunset)

NIST, GDRP, DRM
Document & Records
Management
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Albert, Sync, Share
ConvergePoint

Network & ICS
Zoning Improvements

Program C - Digital Business Transformation
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BYOD
Albert, Workflow, Communications,
Fiori, Cloud Apps, Office 365

OEE & Yield Improvements
Performance Analytics
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Self Service Password Reset

Elemica

Transportation Management
Track & Trace
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Compliance, Financial, & Spend Analytic Dashboards A [JL_JthOF‘I
GitHub
databricks




Extranet
Client Portals
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Supplier Track & Trace

Client

Track & Trace
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Digital OT Dashboards

Research & Technology
I

Maintenance & Operations - PTP

Business Transformation

Digital Operations Centers

SER

Distribution

Sales & Marketing - ITC
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Salesforce
Apttus

Digital Backoffice

Integrated Business Operations - RTP
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Warehouse Digital Manufacturing R Digital Digital Process Automation [T
Management Transformation ¥ Transformation,
Treasury
Management
Materials / g
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Digital Transformation ,
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Shared Services Ariba Supply Chain
Efficiencies & Increased Scalability Quality Product Delivery Sourcing, Warehouse,
Digital Operations Centers Delivery, Global Trade
Business Process Mining & - A il - - g
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FP&A KPI Analytics

Digital Drones

NPS Ariba Supply Chain
Customer Satisfaction Analytics Sourcing, B2B, Warehouse, Global Satellite Imagery &
P Trade, Risk Managment, Life Cycle Smart Helmet
Management
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X Digitization 1.0 to 4.0 Road Maps
Customer _ HSE, MX, Engineering, R&D
Customer Self Service Order Transportation Management
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Albemarle Cybersecurity
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Henry Capello > AL
Chief Information Security Officer



NIST CSF 4-year progress &

A\ ALBEM/

All 23 NIST CSF categories have improved since the initial 2018 review

Albemarle exceeded a Tier 1 rating in all categories
16 NIST CSF categories have met or exceeded management’s target

Tier 4
Adaptive
Tier 3
Repeatable
Tier 2
Informed
Tier 1
Partial

T
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I
g &
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Q
B - TierRating-2018 M - Tier Rating - 2019 - Tier Rating - 2020 - Tier Rating - 2021
:____ _: - Albemarle Target Tier —— - 2021 Peer Benchmark (Based on anonymous chemical and manufacturing companies)

| Results prepared by Third Party Technology Consulting Firm

NALBEMARLE




NIST Cybersecurity Health Check
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Core Q3 2021 Category Q1 2020 Profile Q3 2021 Focus Areas Q3 2021 Profile
Function (Protiviti) (Protiviti) People Process Technology (Protiviti)

Asset Management 2.78 al 283 a4 333 4| 3.00 - 3.05 a

Business Environment 2,27 al 260 | 240 4| 260 2.53 a

Governance 3.25 al 3.25 400 o 324 & 3.50 a

I / Risk Assessment 2.67 al 3.00 4 317 a 283 - 3.00 a

Risk Management Strategy 1.67 Al 2.00 2.00 133 & 1.78 a

Supply Chain Risk 2.53 | 280 o 320 o 2.60 2.87 a

2.8 253 a| 275 ‘4| 3.02 ‘4| 260 2.79 a

Access Control 3.29 al 343 4| 371 4| 357 a 3.57 a

Awareness and Training 2.80 al 3.00 o 340 o 3.20 3.20 a

Data Security 2.79 al 2.88 275 & 313 . 2.92 a

Information Protection 2.83 al 3.00 | 350 a 3.08 - 3.19 a
’ - Maintenance 4.00 a| 4.00 4.00 4.00 4.00

Protective Technology 2.93 a| 3.00 - 300 =« 340 o 3.13 a

3.3 311 a| 322 ‘4| 339 ‘.| 340 3.34 a

Anomalies and Events 3.20 ~| 340 & 360 o 380 a 3.60 a

l Security Continuous Monitoring 2.67 a| 313 & 3.00 & 325 & 3.13 a
~ Detection Processes 3.13 al 3.00 = 3.20 - 3.20 3.13

3.4 3.00 a| 329 ‘a| 337 'a] 351 . 3.39 a

Response Planning 3.00 a| 3.00 400 | 3.00 3.33 a

Communications 3.20 al 360 o 360 o 3.00 3.40 &~

Analysis 3.00 | 3.00 375 & 350 3.42 a

’ - Mitigation 3.22 a| 333 4| 333 a 3.67 Fs 3.45 a

Improvements 3.33 al 3.00 - 4.00 - 4.00 & 3.67 &

3.4 3.15 a| 320 ‘a| 3.67 ‘4| 345 . 3.44 a
Recovery Planning 2.33 a| 2.00 2.00 3.00 2.33

l \ Improvements 1.17 2| 1.00 150 =~ 1.50 1.33 a

Communications 1.89 al 1.67 267 =« 2.00 211 a

1.9 1.80 a| 156 | 206 | 217 - 1.93 -

Proprietary Information of Albemarle Corporation.




Map Standards to Framework

A\ ALBEMAR

Subcategory = Specific Outcome
. ISA/IEC 62443 .

« GDPR
« CFAT

SOX
 NIST 8

00-xx

e CIS Controls

1

Z Protect

-_

systems s created and mainained

The organization autharizes the connection of mobile devices to arganizational
information systems

£.2.3 Configuration Management

shanging tha L5 - Using clearly defined
citeria, proposed changestothe IACS shal
be reviewed for thei patential mpact to H3E

[ISCSCN - Secuwre
Configuration far Netwark

Function Category Subcategary JEEISH Ev] - ST SEIEE B8t 38 CSTop20 [, Albemarle SOX T Cantrols
ational Security Standards) |Gavernment |5 Standards| (IS Standards) |CFAT Standards|
PefertahI3T standards istedin ConM -Thl taciitah Y [I5C5C2 - Iwentory and
PR.OS-6: Irweqriy checking S-7 Softieans, Fimivars, and fornatian gty - columnE A elacl has Control of Saftu are Assets
mechanisms are used ta ta verty softw are, | The organization emplays integrity verfic ation tools ta detect unauthorized changes 332013 5R31,5RA3,5R 54, 5R38 |rnp|em‘ented wber sequwty i [
firmu are, and information integity to arganization-defined software, fimw are, and information. 6.2.17 System and Infarmation 'conlra i ;D.P'm.m m? \mbaus 5% |80 3 Cartinuaus
Intearity ror? ki mtl:g.cnncl.a caner Yulnerability Management
T TR
PR.DS-T: The development andtesting | £1t=2Sasafine Linfieation - Softuare Securty
enviranment(s) a2 separatefromthe | The organization develops, documents, and maintains under canfiguration contral, | Referta NIST standards istedin colum{ i Hith 1t
praduction environmert acurrent baseline configuration of the information system. CISCSC20- Penetration Tests
L
Infarmation Protection A Famons s -
Pracesses and Pm.c.edures The organization establishes and documents usage restrictions,
PRIP): Secuiypolies that configurationfeennection requirements, and implementation guidance for each type f2-12008 4 343 5 Davelip and implement
add'ESS_pH'pose’ scope, cles, of remate access alwed, achanga managaman: sustam - B change
resp0|.15|h|||nes, management The organization autharizes remate access ta the information system priar to management system for the [AC3 enwiranment
pommitment, and comd\nﬁlmn lowing suchconnections. shalbe developed and implenited. The [I5C5C 3 - Cantinuaus
amang crganizaianalenilie], change management process shallfallow Yulnerability Management
ploesses, andpracediaes are AL-19 8zess Lol Far Nobie Hovizes - separation of duty principles to aveid conflicts
malnlal!wed a’jd used.to manage The organization establishes usage restrictions, configuration requirements, A of interest, [I5C5C 3 - Limitation and
protection o irfomatan =ystems PRIP-1: Abaseline configurationof | connection requirements, andimalementation guidance for organization-contolled Refert 5T stendadsitedin Cantrol of Metwork of Pans,
and assels, information technalogyfindustiial contral | mobile devices. elumnE f2-L2008 4 343 Fhsvoss althanitsof - |NIA Protocals, and Services M



Cyber Incident Prioritization

MNALBEMARLE

May 2022 N Z

. Albemarle IT Systems Gene-r.ate
Unfiltered Logs Threat Logs

Al, And Machine Learning Filter
Logs To Events And Then To Valid
Alerts

3 3 2 SOC Reviews Alarms, confirms,
assigns priority (high, med, low)

Escal a‘“ ons (Tier 2 or higher) v Requires action (Alb IT Security)

NALBEMARLE 11
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Albemarle Digital Cloud

Richard Caronna VAR
VP, Global Network and Infrastructure



Digital Cloud

e Remote Workforce Transformation

@ Pre-Covid During-Covid

3% F=>{92%

5500+
® \icrosoft of employees of employees
* Teams working remotely working remotely

pre-Covid during-Covid Governa

N\ ALBEMARLE 13




Digital Cloud
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* Cloud Data Migration

On-Premises Cloud
:'\V SharePoint
Online
~100TB
Data Migrated DX
during Covid Baseline Policies

Governance

Monitoring

NALBEMARLE 14
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Yomesh Deliwala VAR e
IT Director — Enterprise Architecture & Analytics



Advanced Analytics through Microsoft Azure
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Foundation for Cloud/Data Lake based Solutions

(G

=3

T

Data Integration Data Governance Data Privacy, Compliance &
v Di q Security
v Standardize integration Iscover and manage v Protect data through entire
methods, tools and data across systems lifecycle
technologies d zfgtcfgg\?é?geng(gzg v" DPA and GDPR compliance
v Improve accessibility Y D :
; ata Access and Sharin
through ease-of-use and silos (MS Access DBs, 9
self-service Complex Excel

Spreadsheets, etc.)

NALBEMARLE



HR Analytics Architecture g
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Microsoft % w w
E Excel Lqi . nzl
f’Drnerstone EE. Clean / Combine J .POWerPOint

r/_\'"‘_ _>." HR Data Short Term @) Remoteability
workday. '|‘ . :
\\\ ﬁ Subscription \ E Turnover
m e — |
Fileshare \\\ i Resource Group @ Talent Acquisition
: Data Lake Long Term

{ Azure VM Data Factory Azure SQL

N A

Headcount

) Learning

NALBEMARLE 17
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ffomerstone

e

w@ay.
WSM- SAP Concur ||
] Office 365
On Premise
DATA SOURCES DATA STORE

[ =
convergepoint e'lﬂ&NSPARENC\"
INTERNATIONAL
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Azure
Data Factory

DATA ORCHESTRATION

STAGE & PREPARE

Azure
Data Lake

@
Azure
SQL Database

https://app.powerbi.com Various Compliance Team
p pp p WhET’E?
w|) Power Bl

=  DATA CONSUMERS

Compliance, Sales
[Tl Operations, Internal Audit,
Procurement, etc.
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Lithiwm Data Science - Data Architecture :
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Power BI o

Service g

N

““Execs

-

(dashboard access)

N \ E _- -~ i..“:
D Hlestore 3¢ MSData (datalake) _ -~ (PBI Data Sets)
. . Gateway = -
. \ = — -~
' / N : %) v = - A
= | e " .
. . (data sets) V\ |
. Azure . N 11111111 |
: . Azure Data Azure Data N |
. Integration : el N |
H Runtime = Factory V2 N 4 (trained models) :
. : \ \ A, outhon (scored
:....Sfuh.o."......................' \\\ S P : results)
service N \\ |
N N |
N A Y 1
Query results \\ N
Full data sets \\ 11 i ‘.&
> Data \\ L )
- flow N 1 =
Cloud-resident \‘ ‘databI'leS Data
Zev.i OnPremise Scientists
pata science Pure Azure deployment. Data sets moved for analysis to Azure DataBricks from Azure DataBrickge 2
Dashboards Hana python
Data prep Power BI W/ no restrictions on use. (large experiments — with LOTS of data)

NALBEMARLE 19



Thank You!

NALBEMARLE Proprietary Information of Albemarle Corporation.
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