
  

I hacked SAP.

SAP Cybersecurity 
How does it work?

Northern California ASUG, August 3 2022



A little overview 
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Source: Global Risk Report 2022 – World Economic Forum   



why
SAP Security
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• Between mid 2020 and March 2021, 3 out of every 15 cyber attacks were 
successful in exploiting target SAP systems.*

• While IT teams focus security on networking, hardware, etc, the SAP 
application itself is often overlooked.

* https://www.cpomagazine.com/cyber-security/hackers-exploit-known-sap-security-vulnerabilities-with-a-typical-cyber-attack-succeeding-in-record-time/

https://www.cpomagazine.com/cyber-security/hackers-exploit-known-sap-security-vulnerabilities-with-a-typical-cyber-attack-succeeding-in-record-time/
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SAP Cybersecurity – Single Pane of Glass 
(Fiori, Splunk, etc.…)
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Security and Compliance
Vulnerability Management 
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Performing regular reviews 
to ensure Security 
configuration is correctly 
configured 



Security & Compliance
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Patch Management
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Ensure that you system is up to date 
on SAP Security patches  

Note Category Priority Implementation
Timing

Deadline Deadline Notes / Comments

Hot News Very High 15 days 30 days Based on Risk Potential

Security Notes High 30 days 60 days

Medium 90 days 180 days

Low 180 days N/A Aligned to maintenance/support 
release planning and implementation



Patch Management
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Patch Management
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Code Vulnerability Analysis
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Scanning custom code to ensure 
security risks are identified and 
addressed  



Code Vulnerability Analyzer
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Event Monitoring
(Intrusion Detection System) - IDS
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Continuously scanning all logs and 
audit sources within the SAP 
instance for SAP-specific attack 
patterns and zero-day 
vulnerabilities.



Event Monitor
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Summary
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• You are the target, bad people want in! 

• Hackers are getting in, and the IoT is just going to make that easier

• Communication is key – management must understand the risk

• Patch Management (Security) no more later/back burner

• Custom code is a risk – you need to make sure you have it covered

•  onitoring what’s going on (you will learn more about your SAP system 
then you ever imagined)

• You need to know where you stand – the first step is always the hardest



thank you.


