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SAP Security Surroundings
Has SAP ever been breached ?

Between mid 2020 and March 2021, 300 out of every 1500 cyber-attacks were 

successful in exploiting target SAP systems

• USIS breach, personnel records of federal employees and contractors with 

access to classified data

• Critical SAP Vulnerability Allows Supply Chain Attacks

• Critical SAP Vulnerabilities, CISA (Cybersecurity & Infrastructure Security 

Agency) suggests swift patching

• In 2023, SAP has released over 160 security patches 21 of which are 

classified as “Hot News.” SAP recommends implementation immediately.

Source: WEF Global Risk Report 2023
Source: https://www.cpomagazine.com/cyber-security/hackers-exploit-known-sap-security-vulnerabilities-with-a-typical-cyber-attack-succeeding-in-record-time/
Source: https://sapinsider.org/research-reports/cybersecurity-threats-to-sap-systems
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Hardening your SAP Security Position 
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Hardening your SAP Security Position

If you have not already started hardening your SAP Security 
position, you need to start now. This is more than just who has 
access  to “SAP_ALL”, who can run Profile Generator (PFCG), and 
what users can create and pay vendors (Segregation of Duties 
violations). 

SAP System is so much more. A few of the many things you 
should look at are:

• Communication and Channel Security (RFC connections, 
HTTP connections, etc.)

• Internet Communications Framework

• File Systems Access Security

• Virus Scanning

• Data Storage Security (Encryption)

• Masking Data (Online presentation, Anonymization 
reporting)
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Security Patch Management 
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SAP Security Patch Management 

For those who don’t know, SAP has what we call “Patch 
Tuesday.” On the second Tuesday of every month, SAP releases 
Security patches. They break them up into four categories: Hot 
News, High, Medium, and Low.

In 2023, SAP has released over 160 security patches 21 of 
which are classified as “Hot News.” SAP recommends 
implementation immediately.

While it is up for debate on how quickly you need to install 
these patches. The key is not to leave this to your “Yearly 
Service Pack install and testing rollout.” I have seen 
suggestions for the timing to implement Security notes 
anywhere from 15 days (Hot News – Highest Security impact) 
to 180 days (Low Security impact). The key is faster the better.

Deadline Notes / 
Comments

DeadlineImplementation
Timing

PriorityNote 
Category

Based on Risk Potential30 days15 daysVery 
High

Hot News

60 days30 daysHighSecurity 
Notes

180 days90 daysMedium

Aligned to 
maintenance/support 
release planning and 
implementation

N/A180 daysLow



© All rights reserved SecurityBridge GmbH 2024 | PUBLIC

Security Advisories 
Cloud.SecurityBridge.com
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Custom Code Vulnerabilities
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Custom Code Vulnerabilities

Now that we know how SAP fixes code (Patch Management), the question becomes, “How are you going to fix all that custom ABAP you have 
been doing over the years that have security issues?”

“Are you actually reviewing your custom code for Security defects?” If not (a common response is “What is a Code Scan?”), then you need to 
start now.

A few things to look for:
• SQL Injections

• Missing Authority checks

• Backdoor Injections

• Mass data deletion

• Key SAP Programs/function modules that should not be in Custom Code

• Test programs still in production

• Directory Traversal
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Custom Code Vulnerabilities

Scanning custom code to ensure security risks are identified and addressed,

fully integrated within the SAP standard development process.  
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ATC integration
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Security Monitoring
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Security Monitoring

Monitoring what is happening right now in your SAP systems is something that every organization needs to be doing. 

You need to look at this from an “I’ve been hacked” perspective.

While it’s important to monitor who ran what transactions in SAP and who created what POs, etc. your security team needs to know more 
about what’s happening in your SAP systems, which includes (but not limited to):

• Failed Logins from unknown accounts

• Debugging activated (in production systems)

• Security Audit Log changes (turn off, change scope of logging, etc.)

• Download critical tables

• Mass changes to critical tables

• Digital signature error

• RFC Callback rejected

• Suspicious HTTP calls
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Now what ? 

There will be times you don’t want to just see it happen; you want to take action !
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SIEM tools
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Where is all my data going ?
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Dashboard (tie it all together)
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Everything is at risk 

Include DEV, QA, PRD, etc.……..
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Takeaway

You are the target; bad people want in! 

Hackers are getting in, and the IoT is just going to make that easier

Monitoring what’s going on (you will learn more about your SAP system then you ever imagined)

Communication is key – management must understand the risk

Patch Management (Security) no more later/back burner

Custom code is a risk – you need to make sure you have it covered
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