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1. The slides with the SAP logo in the upper right 
corner are either original SAP slides or are based 

on content produced/owned by SAP

2. This is an interactive session.
Have your smart phones ready.

3. Tips are welcome.
My Bitcoin wallet number is … ☺

House keeping
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https://www.linkedin.com/in/rolandwartenberg
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Fortinet is one of the largest 
cybersecurity companies in 
the world.

Founded: October 2000

Founded by: Ken Xie and Michael Xie

Headquarters: Sunnyvale, CA

Fortinet IPO (FTNT): November 2009

Listed in both: NASDAQ 100 and S&P 500 Indices

Member of: 2023 Dow Jones Sustainability World 
and North America Indices

Global Customer Base

730K+
Customers

2023 Billings

$6.4B+
(as of Dec. 31, 2023)

Market Capitalization

$44.5B
(as of Dec. 31, 2023)

Security Investment 

Grade Rating:

BBB+ Baa1

>50%
Global Firewall 

Shipments

~$2.5B+
Investment in Innovation 

since 2017, with 91% R&D
(as of Dec. 31, 2023)
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Global Reach and Support
Majority of our R&D is based in North America

Support Centers

Regional Office

Headquarters

Dev Centers

Cloud Locations

Fortinet Dev & Support

13,500+
Employees
Worldwide

100+
Global Cloud 

Locations

Sunnyvale
US

Burnaby
Canada

Ottawa
Canada

Uberlandia
Brazil

Chicago
US

Concord
US

Bangalore
India

Kawasaki
Japan

Sophia
France

Herzliya
Israel
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Consistent Security for Applications That Can Live 
Anywhere

FortiGuard AI-Powered Security Services

FortiManager / Security Fabric 

Multi-cloud

Cloud-Native FW
Service

WAFaaS Workload Protection Cloud-native

Protection
Application Security

Testing
Global Server Load

Balancing

Virtual
NGFW, SDWAN

WAF / WAAP Cloud Fabric

Ecosystem
Application Delivery 

Controller

FortiGate VM FortiWeb VM FortiADCFortiEDR

DevSecOps Network Security Applications / APIs Workload Protection Load Balancing Cloud-Native

FortiCNPFortiGate CNF FortiWeb Cloud FortiEDRFortiDevSec FortiGSLB

Workload Protection

RunDeployBuild

Data Center and 
Private Cloud

Application Security
Testing

FortiDevSec

HOME
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SAP customers’ transformation journey
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Data 

security           

to help protect 

confidentiality and 

integrity of data

Business 

process security 
to support 

compliance with 

regulatory 

requirements

Risk 

mitigation      
with continuous 

improvement  

across operations

Cloud solutions from SAP

Zero trust architecture Shared fate Frameworks (NIST and ISO)

SAP S/4HANA Line-of-business solutionsBusiness technology platform

Security solutions and featuresSoftware development

Solutions and features for 

enhanced security

Secure software development 

and operations lifecycle 

Build
securely

Integrated TransparentAutomated

Intelligence, operations, and 

response orchestration

Attestations and reports for our 

security processes and controls

Preventive and 

detective controls

Customers PartnersEmployees

Feedback loop supports 

continuous improvement

Vast partner ecosystem enhances 

security

Security is part of our DNA 

affecting how we organize, train, 

and protect people and assets

Run
securely

Act
securely

Deliver trusted cloud operations while helping protect customers’ SAP applications and data 

Cloud environments

Secure-by-design environments 

(SAP and cloud service providers)

SAP’s approach to security
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Source: Securing RISE with SAP

SAP’s shared security responsibility model
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Roles & Authorizations

Audit & Fraud ManagementData Privacy & Protection

Network Security
Operating System & 
Database Security

Client Security

Security Hardening Secure SAP Code
Security Monitoring & 

Forensics

Awareness Security Governance Risk Management

User & Identity 
Management

Authentication & 
Single Sign-On

Custom Code Security

Regulatory Process 
Compliance

SAP Secure Operations Map

Organization

Process

Application

System

Environment
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Roles & Authorizations

Audit & Fraud ManagementData Privacy & Protection

Network Security
Operating System & 
Database Security

Client Security

Security Hardening Secure SAP Code
Security Monitoring & 

Forensics

Risk Management

User & Identity 
Management

Authentication & 
Single Sign-On

Custom Code Security

Regulatory Process 
Compliance

Security GovernanceAwareness

SAP Secure Operations Map

Organization

Process

Application

System

Environment

Core & shared responsibilities per architectural setup for RISE

Customer’s responsibilitySAP’s responsibility
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Schematic Fortinet/SAP landscape
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ASUG 2024 Pulse of the SAP Customer Research
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Customer Responsibility What it means Fortinet solution

Dedicated Private 

Connectivity to Hyperscaler

Customers need to implement a 

Customer Security Hub in Hyperscaler 

and secure N/S and E/W traffic to hub 

and to RISE with SAP environment

FortiGate SD-WAN to create private connectivity 

to Hyperscalers and secure N/S traffic; FortiGate 

NGFW to secure E/W traffic;

FortiWeb WAF to secure Web application traffic 

Compliance to Government & 

Industry Regulations

Customer is responsible to meet 

various compliance regulations

FortCNP can verify if compliance criteria are met 

and report issues and alerts

User Management

Customer is responsible to deploy 

users with authentication, providing 

authorizations and secure access

FortiClient enables zero-trust architecture. 

FortiSOAR uses automated playbooks to 

add/remove users from SAP applications (using 

Entra if needed)

Integrations and Extensions / 

Custom Applications 

Development

Customer is responsible for securing 

application integration when extending 

their applications to cloud and other 

applications

FortiADC and FortiWeb provide services for Web 

Application Firewall and API protection when 

interacting with other SaaS or cloud applications

RISE with SAP and Fortinet

Highlights Customer Responsibility 
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Fortinet Products integrated with SAP deployment

Product Integration RISE/GROW/self with SAP

FortiGate

Application Control Yes (segmentation within SAP controlled environment not available)

Intrusion Prevention Yes (segmentation within SAP controlled environment not available)

SDN Connector for SAP -

FortiADC

Web Application Firewall Yes

API protection Yes

SAP Connector -

FortiWeb
Web Application Firewall Yes

API protection Yes

FortiDeceptor SAP Decoy Yes, when decoy is deployed in customer-controlled network

FortiDAST
SAP Exploit Signatures Yes

SAP Vulnerability Scanner Yes

FortiCASB
SAP SuccessFactors (DLP/AV) Yes

SAP IAS Yes

FortiCNP Cloud Infrastructure compliance Yes (SAP SaaS Applications not included)

FortiSOAR
SAP ETD Connector Yes (FortiSOAR not yet integrated with SAP ETD Cloud edition)

SAP RFC Connector Yes

FortiFlex Flexible, points-based usage licensing that simplifies procurement and operational overhead
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Fortinet Use Cases and Products for Securing SAP

SAP

Application 

Protection

SAP 

Web 

ProtectionSAP 

Intrusion 

Prevention & 

Content 

Inspection

SAP Threat 

Hunting

SAP 

Vulnerability 

Scans

SAP SaaS 

Monitoring and 

Compliance

SAP

Automated 

Response

FortiADC

FortiCASB

FortiCNP
FortiDeceptor

FortiDAST

FortiSOAR FortiWeb

FortiGate 

FortiGate CNF
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SAP Attack Simulation – LAB Diagram 
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Speed The Time to Fully Investigate and Remediate 
Incidents from 18.5 Hours to an Average of 10 Minutes.

Time to Detect Time to Contain Time to Investigate Time to Remediate

21 Days
(if at all)

4
hrs

6 
hr

12 
hrs

<1 
hr

Before 

After 
Fortinet SecOps Platform

Source: Enterprise Strategy Group, a division of Tech Target, Inc.

HOME
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SAP Security isn’t like other Security

Reconnaissance 
detection requires 

SAP specific 
honeypots and lures

Requires both N/S 
and E/W security

SAP Specific 
Vulnerabilities and 

Attacks

Requires tested and 
validated security 

architectures

It requires a Security Fabric from Fortinet

Visibility into SAP 
Protocols and 

communications
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Schematic Fortinet/SAP landscape
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Example for a reference architecture
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SAP Secure Operations Map

Awareness Security Governance Risk Management

Regulatory Process

Compliance

Data Privacy &

Protection

Audit & Fraud

Management

User & Identity

Management

Authentication &

Single Sign-On
Roles &

Authorizations

Custom Code

Security

Security Hardening Secure SAP Code
Security Monitoring &

Forensics

Network Security
Operating System &

Database Security
Client Security

SASE SecOps

FortiGate SD-WAN FortiADC FortiWeb

S/4HANA Cloud

SAP Business Technology Platform

Fortinet for SAP Solutions

Aerospace / Automotive / Banking / Chemicals / Defense & Security / Healthcare

High Tech / Insurance / Life Sciences / Oil & Gas / Public Sector / Retail / Telco / Utilities

C

U

S

T

O

M

E

R

FortiDeceptor FortiCASB FortiCNFFortiCNP

Cloud

FortiDAST

FortiSOAR
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SAP systems are mission critical, and SAP security
  failures lead to business disruption 

SAP secures their solutions – the customer is 
  responsible to secure the whole business

Only Fortinet offers a comprehensive protection
  for your SAP landscapes

Fortinet is securing people, device and data everywhere

Executive Summary
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https://fortinetsecuressap.com/



27© Fortinet Inc. All Rights Reserved.

https://events.fortinet.com/fortinet_sapsummit/waitlist
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SAP-request@fortinet.com
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