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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including and may not be incorporated into a contract. SAP assumes no
responsibility for errors or omissions in this presentationbut not limited to, the implied warranties of merchantability, fithess for a particular
purpose, or non-infringement. This presentation is for informational purposes , except if such damages were caused by SAP’s intentional or
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | INTERNAL - SAP and Customers only



Cyberattack forces major US fuel pipeline to shyigaa
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updated 2212 a7 (0612 1) | W fy@ ransom gang hacks major Us health group
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The Hive ransomware outfit has stolen 850,000 personally ide|
Partnership HealthPlan (PHP) of California, according to sour

Lapsus$ has exaggerated the scale
access to Okta

by Jurgite Lapienyte

The ransom gang is thought by research firm Sentinel Labs to hav| Authentication firm Okta has reached out §

custorners potentlally alfected by the reces
Pluscation,” to mount 4 stealth attack on vicims by disguising it
—_— . 4 > Lapsus$ extortion group had access to the!
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Read more

innocucus series of legitimate [P addresses

he major US healthcare provider confirmed the breach in a states

of anomalous activity on certain computer systems within itS netW|  giack-hat hackers have been running a tight phishing schedule, using the Calendly app to trick

Microsoft and Google users into giving up their personal data, says a report by (nfosecurity firm
Inky.
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10GB of Nestlé data
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SAP GRC & CyberSecurity Solutions



Office of the CFO (0CFO) Applications

A comprehensive Portfolio

FYYS/4 HANA —

VP, FP&A

Controller ERP) Auc R

Finance
Operations

Accounting
& Financial Close

Enterprise Risk
& Compliance

Financial Planning
& Analysis

BPC + SAC/Planning

Central Finance

Adv Payment Mgt

Bank Communications

Enterprise Risk Mgt

Access Control &
Identity Management

Profitability & Cost
Management

Account Rec (Blackline)

Receivables Mgt (Credit,

Payments, Disputes)

Cash Mgt

Process Controls &
Compliance Mgt

Single Sign-on

Management Reporting

Fin Statements Insights

Cash Application (ML)

Treasury & Risk Mgt

|

Business Partner
Screening

Access Violation Mgt

(P&T sales bag)

Group Reporting

Shared Services Mgt

Multi-Bank Connectivity \

Business Integrity
(Fraud) Screening

Data Loss Prevention

Tax Management / ACR

Real Estate Mgt

In-House Cash Mgt

\ Audit Management

Cloud Identity Access
Governance

Financial Close Cockpit

Lease & Contract Mgt

BRIM

\Iobal Trade Mgt

Ul Masking & Logging/

N

/

\/
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SAP GRC solutions and SAP solutions for cybersecurity and data protection
Solution mapping to key themes

DN N N N SR

Risk & compliance

SAP Process Control

SAP Financial Compliance Mgt
SAP Audit Management

SAP Risk Management

SAP Business Integrity Screening

SAP Regulation Management
by Greenlight

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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Access governance

v SAP Access Control

v" SAP Cloud Identity Access
Governance

v" SAP Single Sign-On
v SAP Identity Management

v" Access Violation Mgt by
Greenlight

v
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Cybersecurity, Data
protection & privacy

SAP Enterprise Threat Detection
Ul data protection masking

Ul data protection logging

SAP Data Custodian

SAP Data Custodian key mgt service

SAP Privacy Governance
SAP Code Vulnerability Analyzer
SAP Focused Run

SAP Privacy Management by BigID
The Onapsis Platform for Cybersecurity

and Compliance By Onapsis Inc

SAP Global Trade Services

SAP S/4HANA for international
trade

SAP Watch List Screening



SAP GRC solutions and SAP solutions for cybersecurity and data protection
Must haves, Recommended and partner solutions
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Cybersecurity, Data
protection & privacy

Risk & compliance Access governance

v" SAP Process Control v SAP Access Control v SAP Enterprise Threat Detection SAP Global Trade Services
v SAP Financial Compliance Mgt v SAP Cloud Identity Access v Ul data protection masking SAP Watch List Screening
v" SAP Audit Management , g:\liesr?nzrlfeSign-On v Ul data protection logging
v" SAP Risk Management /' SAP Identity Management v" SAP Data Custodian
v SAP Business Integrity Screening v Access Violation Mgt by v SAP Data Custodian key mgt service
v’ SAP Regglation Management Greenlight v SAP Privacy Governance
by Greenlight , v SAP Code Vulnerability Analyzer
v" SAP Focused Run
v v" SAP Privacy Management by BigID
v" The Onapsis Platform for Cybersecurity

and Compliance By Onapsis Inc
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SAP Sustainability

ldentity and Access Governance

Fieldglass

SAP Authorization and

SAP IBP

Trust Management

Service

Manage user

trust to identity
providers

Public Cloud

=21 On Prem

SAP S/4AHANA

SAP S/4HANA Cloud,
private edition

Access Violation
Mgt by Pathlock

extend SAP Access
Control application
to third party apps

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

authorizations and

SAP Cloud Identity Services

SuccessFactors SAP

SAP Cloud Identity

Services - Identity
Authentication

Single sign-on for cloud-
and hybrid-scenarios
(SAML 2.0)

Authentication methods
Form, SPNEGO, Social,
or two-factor

SAP Single Sign-On
Secure authentication
and communication

Simplification and
productivity

Concur

SAP Cloud Identity

Services - Identity
Provisioning

SAP Cloud ldentity
Access Governance

SAP Ariba

Identity Lifecycle
Management for SAP’s
cloud applications ‘

supports SCIM2.0 (Systey
for Cross-Domain Identi
Management

Access-request, -design, -

analysis, -certification
o]
Role design

Privilege access management ‘

Segregation of duty

PN
SAP Identity 2% ol
Management lll SAP Access Control
Business-driven Segregation of duty
compliant entire identity

. | Manage access
x life cycle |

\ iy _ ‘ Monitor, analyze
Hiring, substitution, ‘/ maintairll prozi de’
\ promotion, termination / certify ’ ’


https://help.sap.com/docs/SAP_CLOUD_IDENTITY_ACCESS_GOVERNANCE?version=2102
https://help.sap.com/docs/IDENTITY_PROVISIONING
https://help.sap.com/docs/IDENTITY_AUTHENTICATION
https://help.sap.com/docs/SAP_CLOUD_IDENTITY/f64f919714bb4ce29b03def4fc627046/4705b2e8a5b84704a62871a7d225d3d3.html
https://help.sap.com/docs/SAP_CLOUD_IDENTITY/f64f919714bb4ce29b03def4fc627046/4705b2e8a5b84704a62871a7d225d3d3.html
https://help.sap.com/docs/CP_AUTHORIZ_TRUST_MNG

Cyber Security and Data Protection

SAP
Fieldglass

SAP IBP

SAP Enterprise

Threat Detection @:

SAP Sustainability

Public Cloud SIEM solution tailored to
—————————————————————————————— the needs of SAP
applications
=21 On Prem

[0aa

Effectively identify and

SAP Focused Run :
analyze threats in SAP

SAP S/4AHANA

SAP S/4HANA Cloud, Security Configuration applications /
private edition /
Management L A\
SAP S/4HANA, SAP HANA, . - Q
SAP NetWeaver & J2EE
Patch Management SAP Code

Vulnerability analyzer
Identify and remedy

security vulnerabilities in
ABAP custom code

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

SAP
SuccessFactors

SAP
Concur

SAP Data Custodian

Monitor and report on data 5
access, storage, Qéﬁ
movement, processing,

and location .
Identity Access

Create and enforce data \ Governance

access, location, \
movement, and processing |,
policies

Key management

. )\‘?44““‘/.
\\.\__. Ul Masking & logging

(s

Block or log data access

Protect sensitive
information in the user
interface layer

Secure & refine access &

\-_;_44/“‘/

SAP Ariba

g\ M



Enterprise Risk and Compliance

SAP
Fieldglass
SAP IBP
@ SAP Sustainability
l Public Cloud
=2 OnPrem
|E SAP S/4HANA SAP Business \
[ W (I

SAP S/4HANA Cloud, Integrity Screening

private edition
Implement detection &
screening strategies for
transactions

Design, analyze, detect,
investigate, report

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

SAP
SuccessFactors
SAP
Concur
SAP Ariba
SAP Financial
Compliance
Management
Document and manage
(oo] 111 o] T A
Demonstrate effective A 3 Lines offering
internal controls over % _E—TW
financial reporting y. -
e SAP Process SAP Risk SAP Audit
Control Management Management
Ensure effective controls Defined risks within the Managing Audit Activities
‘ and ongoing compliance context of value to the .
l o Risk—based approach
Document, plan, perform, organization following IIA best practices

\ i |
\ monitor, evaluate, report ‘f.l‘ Plan, identify, analyze, A /

\ /% respond, monitor & report /
N\ %, business risks. \
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Transition from on-premise to cloud

B security provided by SAP | Security provided by third party on behalf of SAP® | Security provided by Customer

From: SAP developing products for customers to run on-prem

To: SAP developing and operating products for customers in cloud

1 E.qg., cloud service providers if product does not run on SAP-operated cloud environment (e.g., AWS cloud)

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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Multidevice Ul for SAP GRC solutions using SAP Fiori apps

Mobile access controls

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Manager (GRC)

My Access Approvals Request Access for
Others

Waiting for Approval

Compliance Team

Request Access for Compliance Approver
Others

18

Waiting for Approval

Key benefits

HTML5-based SAP Fiori apps for
access control enable employees
and managers to request access,
check request status, and approve
access requests quickly and
conveniently using any mobile
device that supports HTMLS5.

These SAP Fiori apps enable
managers to review and approve
time-sensitive and operational-
critical access requests, allowing
authorized employees to gain
access to systems and continue
their work in a timely manner.

12



Two-factor authentication for X.509 and SAML scenarios

Authentication based on two means of identification
Knowledge of a password
Possession of a physical device, such as a smart phone

Options for the second factor
Time-Based One-Time Password (TOTP) generators
— SAP Authenticator app
— Third-party generators compliant with REC 6238
Third-party applications supporting the RADIUS protocol,
such as RSA SecurlD®
One-time passwords via SMS or e-mail

Usage scenarios
Recommended for systems with high security requirements
Configurable per system or even user
Seamless integration into Secure Login Client for certificate-
based scenarios

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

SAP SE
christian.cohrs@sap.com

847 403 @

R sapdemocloud.accounts.,

chris.cooper@velotics.com

546 733 @

ccohrs \Options v] =2
# ~
f Tokencode:

| 1655 3693

Copy;

SecurlD*
§ : =

----- Mtel = 15:19 o )

€ Accounts JohnDoe : SAP  Update

Enter this passcode when prompted

6519 8207

Account Details

Applications (5)

Microsoft Authenticator

SAP Authenticator

13



https://tools.ietf.org/html/rfc6238

SAP Access Control
Manage access risk

Business Role:ACCOUNT_PAYABLE_BUSINESS_ROLE

Identify and remediate SoD and critical access |===: |
violations accurately with embedded risk analysis _ Dafine Aok

st of Rodes

Automate user-access assignments across SAP
and non-SAP systems

Define and maintain compliant roles in business-
friendly terms and language

Conduct periodic user-access reviews and help
ensure that SoD mitigations are effective on a
regular basis

Grant temporary superuser status with “firefighter”
login IDs in a controlled, auditable environment

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 14



Real-time reporting for enterprise systems

Analyze single or cross-system user and role assignments

Gain insights using interactive overview pages and reports

24.3«

@

.82

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Gain visibility into user access
across heterogeneous
applications

Drive business ownership of
access risk with user-friendly
reports in business terms

Reduce audit costs with
predefined reports

15



SAP Cloud Identity Access Governance
Manage access risk with cloud applications

Access governance solution based on SAP
Cloud Platform

Intuitive user interface design on SAP Fiori
user experience

Instant visibility into access issues including
access analysis, role design, access request,
access certification*, and privilege access
management*

Support for cloud applications

Planned*

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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SAP Enterprise Threat Detection
Effectively identify and analyze threats

Perform real-time security monitoring of
applications and events

Find application-specific threats related to
attacks by using attack detection patterns

Analyze vast quantities of log data and
correlate information to get a complete
picture of landscape activities

Conduct attack investigations based on
generated alerts

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 17



For more information

Find detailed information:
WWW.Sap.com/qrc

WWW.Ssap.com/about/trust-center.html

Take a look at:
* Solution Brief Cybersecurity and GRC Software | SAP

* On Demand Sessions to understand GRC and Security
within the context of SAP S/4AHANA On-Demand Sessions
* In-depth Product Overviews with Use Cases and Demos
On-demand sessions
* Our GRC Value Calculators that explore ROI
Value Calculator
— Available for SAP Access Control, SAP Process Control, SAP Risk
Management, SAP Audit Management, and SAP Business Integrity
Screening
[ ]

Multiple KuppingerCole Reports

© 2022 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Governance, Risk,
Compliance (GRC) and
Cybersecurity
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Mowirg 1o EAF S/SMANAT Learm aoout ways Duicoesr SAF offerrgs for GRC Manage Gosernance. Rish, Compliance (QRC)
£0 cepiay umarter secirity and contros cybersacimty, and prvacy anet Secrptty witt: SAY LAMANA

mocetonng

.

“SAP Trust Center

Find the Information yo n cloud performance.

Becurnity, privocy, and oo

Follow us on Twitter:
#SAPGRC and #SAPFINANCE
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http://www.sap.com/grc
http://www.sap.com/about/trust-center.html
https://www.sap.com/products/financial-management/grc.html?pdf-asset=7ac40147-cd7d-0010-87a3-c30de2ffd8ff&page=1
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=&eventid=2293395&sessionid=1&key=2DCEB4F6CA9E130F3898D2F3263CC759&regTag=952235&sourcepage=register
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg20.jsp&referrer=https%3A%2F%2Fwcc.on24.com%2Fwebcast%2Fgroupregistration%2F2439029&eventid=2439029&sessionid=1&key=40F4965C337A47BD9E7C824232B8DC5E&regTag=1565590&sourcepage=register
https://www.sap.com/products/erp-financial-management/grc.html?btp=80c57ee7-3d63-4f60-80ab-98687f23581e&overlay=%252Fcmp%252Foth%252Fgrc-value-calculators%252Findex.html

Governance, Risk, L N \
Compliance (GRC’%),Q” s\
Cybersecurity '

Reimagine risk and compliance with integrated, aut
embedded solutions to protect your business ’
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Thank you.

Ron Corsello — Director
0CFO Center of Excellence

Ron.corsello@sap.com
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