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▪ The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related 

document, or to develop or release any functionality mentioned therein.

▪ This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 

functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality.  This presentation is provided 

without a warranty of any kind, either express or implied, including and may not be incorporated into a contract. SAP assumes no

responsibility for errors or omissions in this presentationbut not limited to, the implied warranties of merchantability, fitness for a particular 

purpose, or non-infringement. This presentation is for informational purposes , except if such damages were caused by SAP’s intentional or 

gross negligence.

▪ All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 

expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 

and they should not be relied upon in making purchasing decisions.
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Key Challenges and Requirements

• Cyber Attacks

• New Technology

• Exec Order

• Physical Security

• Secure OT

• Integration OT/IT

• Reliability

• Data Privacy/CCPA

• Zero Trust

• DFARS

• CMMC, C2M2

• Remote Work

• Business Continuity

• Disaster Recovery

• Visibility

General Concerns IOT/OT Convergence

Standards & Regulatory    

ComplianceResiliency
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People

▪ Security-minded culture

▪ Customer-centric sales 

and enablement 

▪ Workforce initiative

Processes

▪ Process and workflow 

optimization 

▪ SAP Risk Management 

▪ Secure cloud delivery

Technology

▪ Secure by construction 

▪ Deny by default

▪ Reducing the attack surface

SAP’s Next-Generation Security Strategy 
Strategic commitments and enablers

Trust

▪ Transparency

▪ Sharing our practices

▪ Strategic partnership

Continuity and Resiliency
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Confidence in SAP Cloud Services through Transparency

Comprehensive Contracts

Privacy, security framework, and 

applicable local regulations

Cyber Defense

Multiple layers of defense

Holistic: Prevent, detect, and react

Independent Audits

Service Organization Control reports 

certifications

Secure Cloud Model

Holistic approach

Secure architecture

http://www.slideshare.net/sap/the-future-of-customer-experience-29818984
http://www.slideshare.net/sap/the-future-of-resource-optimization-amid-increasing-scarcity
http://www.slideshare.net/sap/the-future-of-work-30060347
http://www.slideshare.net/sap/the-future-of-networks
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Public

▪ Provides unified and easy access to cloud and on-premise 

trust related content

▪ Users can initiate requests, engage with SAP, and collect all 

assets and information you need

SAP Trust Center
www.sap.com/tc

https://support.sap.com/en/my-support/trust-center.html 

My Trust Center
SAP Support Portal

For Customers & Partners

▪ Extension of the public Trust Center with information, 

documents, and evidence only available to customers and 

partners

▪ Ability to subscribe to notifications about content updates 

http://www.sap.com/tc
https://support.sap.com/en/my-support/trust-center.html
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Secure Maintenance & Operations SAP EWA: Gain 

overview on your 

system landscape 

health

▪ Shows most critical 
configuration 
vulnerability's across 
prod landscape.

SAP SOS: Keep security at a high level 

▪ Decrease the risk of a system intrusion 

▪ Ensure the confidentiality of your business data 

▪ Ensure the authenticity of your users 

▪ Substantially reduce the risk of costly downtime 

SAP SolutionManager

Configuration Validation

SAP Security Patch Day:

▪ Every 2nd Tuesday of the Month

▪ Focus on security only

▪ Attention-worthy critical patches

Security Monitoring 

▪ Log settings configurable for attack

detection systems

▪ Comprehensive informations for

correlation analysis
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Datacenter

Features for customer 
with SAP Cloud

• SAP Managed Private 
Environment and consistent 
SLA across the stack.

• Hand over commodity tasks 
to SAP, with one hand to 
shake: One contract, one 
SLA! 

• Execute and accelerate 
Hyperscaler strategy 

• Security Compliance and 
Audit

• Security by Design and 
Security by Default

• Scalable and cost predictable

• SAP Reference architecture

• Dedicated SAP experts 
include

• Security Incident 
management

• 24x7 Security Monitoring

Provider A

Provider B

Customer 
and / 

Provider C

Customer and / 
Provider D

Customer and 
/Provider E Customer / Provider

Features for customer 
without SAP Cloud

• Distributed responsibility for 
business continuity and errors 
- Root Cause Analysis? 
Mutual assignment of blame? 
Who fixes the error?

• Distributed suppliers - higher 
process costs, worse 
conditions?

• Distribution of services - risk 
of hidden costs and efforts?

• Low flexibility (licenses, 
hardware,...)

• Low agility - complex 
systems, contracts, delayed 
upgrades.

• Often CAPEX

• Varying SLA

Intra-Datacenter-Connectivity

Infrastructure and Hardware

SAP Database Management

OS Management

Backup Management

SAP Basis Support

SAP SW Maintenance Support

SAP Software Licences

Services required for 
SAP solution operation

Proactive Application Services

Proactive Application Support

Secure SAP S/4HANA Cloud, Private Edition Shared Responsibility Model 

Powered by

CLASSIC MODEL RISE WITH SAP
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SAP delivers tangible value by protecting business and managing risk

Potential RISE with SAP benefits

Security

Improve business continuity and disaster recovery

Increase compliance by leveraging SAP and hyperscaler

Reduce security maintenance cost

Reduce talent acquisition and training costs

Improve incident response time

Increase enterprise security with strategic & transformational initiatives

1

2

3

4

5

6
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SAP S/4HANA – Trust Model
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S/4 HANA Secure Communication & Encryption

SAP S/4HANA

SAP Fiori Launchpad

SAP HANA Platform

SAP S/4HANA Core Applications

ABAP Platform

Encryption of data at 

rest using SAP HANA 

capabilities

Infrastructure / Storage
Self-encrypting drives, 

software encryption, 

data at rest encryption 

on hardware level

Secure communication 

(TLS 1.2/HTTPS)

Secure communication 

(HTTPS)
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Holistic SAP S/4HANA Security

Leading Security 

Features
Security by default and by 

design at every level

Secure Software 

Development
Threat Modeling, Code 

Scans, Internal & External 

Security Assessment

Security Products
Holistic approach for prevent, 

detect, react

Standardized operations 

processes

Leading Data Privacy 

and Protection
Authorization Concept, Read 

Access Logging

Secure Operations
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▪ Risk-based approach aligned to ISO 27034 

▪ Threat modelling

▪ Code scans

▪ Data Protection & Privacy assessment (DPCE)

▪ Internal & external security assessment

▪ SAP Code Vulnerability Analyzer

▪ SAP S/4HANA Bug Bounty Program

▪ Continuous security fixes and enhancements

▪ Digitally signed code

▪ Security validation

Confidence in SAP S/4HANA Security through a holistic approach

Secure Software 

Development

Security ProductsLeading Security 

Products & Features
Leading Data Privacy and 

Protection

Secure Operations
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Secure access
▪ Authentication functions enabled by ABAP platform

▪ Secure Network Communications (SNC) for advanced authentication functions

▪ Supports single sign-on with X509, SAML, Two factor authentication, Kerberos

▪ Supports SAP & 3rd party identity provider

Manage users and permissions
▪ Flexibility to maintain business roles and authorizations

▪ Central User Administration (CUA) capabilities

▪ Integration possible with LDAP solutions

Enabled Threat Detection
▪ Central SAP Security audit logs and various other logs

▪ Auditing capabilities prepared for attack detection systems

▪ Auditing capabilities on business and technical level

Secure communication & encryption
▪ Secure communication by encryption in transit 

▪ Encryption of data at rest with state of the art crypto libraries

Flexible security configuration
▪ Secure by default – Initial security setting as part of installation

▪ Security settings adjustable to customer security level

▪ Customer flexible security patch management

▪ HTTP protection mechanisms (e.g. Click-Jacking Protection)

Secure maintenance
▪ Security Chapter in the EarlyWatch Alert (EWA) Report

▪ Security Optimization Service (SOS)

▪ Configuration Validation via SAP Solution Manager

▪ Patch day

Secure Integration
 Process integration

 User Integration

 Data integration

 IoT integration

Compliance enablement
• Audit information system (AIS)

Confidence in SAP S/4HANA Security through a holistic approach

Secure Software 

Development

Leading Security 

Products & Features

Security ProductsLeading Data Privacy and 

Protection
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Leading Data Privacy 

and Protection

▪ Data Protection Features
Mandatory features to support compliance towards data protection:

− Relevant security safeguards (as part of the technical organizational 

measures)

− Support for fulfilling data subject requests

− Ability to segregate personal data using organizational attributes

− Personal data deletion capabilities

− Inbuilt auditing capabilities

− Advanced authorization concepts

▪ Embedded Data Privacy Tools
− Information Retrieval Framework (IRF)

− Information Lifecyle Management (ILM)

− Read Access Logging (RAL)

Confidence in SAP S/4HANA On-Premise Security through a holistic approach

Secure Software 

Development

Leading Security 

Products & Features

GDPR = General Data Protection Regulation

CCPA = California Consumer Privacy Act 

Security Products

Secure Operations
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Secure Access
▪ SAP Single Sign-On

▪ SAP Identity Authentication Service

Manage users and permissions
▪ SAP Identity Management

▪ SAP Identity Provisioning Service

▪ SAP Access Control

▪ SAP Access Governance

Secure Code
▪ SAP Code Vulnerability Analyzer

Detect Attacks
▪ SAP Enterprise Threat Detection

Data Protection & Privacy Tools
▪ SAP Information Lifecyle Management (ILM)

▪ Information Retrieval Framework (IRF)

▪ Read Access Logging (RAL)

▪ SAP Data Custodian

Security is integrated into SAP Company Processes

Confidence in SAP S/4HANA On-Premise Security through a holistic approach

Secure Cloud Software 

Development Security Products
Leading Security 

Products & Features

Leading Data Privacy and 

Protection

Secure Operations
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Secure Operations
▪ Robust technical security architecture ensuring

− Network Segregation

− Data Segregation

▪ Secure design of cloud services

▪ Hacking simulation (White box)

▪ Infrastructure Vulnerability Scans (Monthly)

▪ Secure identify & access management

▪ Transparency of SAP access

▪ Backup & Restore 

▪ Disaster Recovery Options

Detect attacks
▪ SAP Cyber Defense & Response Center

▪ Logging and monitoring of security events

▪ Automated use cases initiate alerts

▪ Manual extended analysis to identify sophisticated attacks

▪ Customer Security incident process

Data Center Security
▪ Benefit from local regulations (select region of data storage)

▪ Physical Security and Network Security

▪ Compliance, Confidentiality & Integrity

▪ Data Center on Tier-level III or IV

▪ Low latency speeds-up access

Security is integrated into SAP Company Processes

Confidence in SAP S/4HANA On-Premise Security through a holistic approach

Secure Cloud Software 

Development Security Products

Leading Security 

Products & Features

Leading Data Privacy and 

Protection

Secure Operations
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Intelligent Enterprise

BUSINESS TECHNOLOGY PLATFORM

INTELLIGENT SUITE INDUSTRY CLOUDAPPLICATIONS

TECHNOLOGY

BUSINESS 

PROCESS

EXPERIENCE MANAGEMENT

SUSTAINABILITY MANAGEMENT

Across all functions

BUSINESS NETWORK

Enterprise Security Services

https://discovery-center.cloud.sap/protected/index.html
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https://discovery-center.cloud.sap/protected/index.html#

SAP Discovery Center – Services

https://discovery-center.cloud.sap/protected/index.html
https://discovery-center.cloud.sap/protected/index.html


SAP GRC and Cybersecurity Products
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Identity and Access Governance

SAP Access Control

SAP Identity 

Management

SAP Cloud Identity 

Access Governance

SAP Cloud Identity 

Services - Identity 

Provisioning

SAP Cloud Identity 

Services - Identity 

Authentication

SAP Single Sign-On

• Secure authentication 

and communication

• Simplification and 

productivity

• Business-driven

compliant entire identity 

life cycle

• Hiring, substitution, 

promotion, termination

• Segregation of duty

• Manage access

• Monitor, analyze, 

maintain, provide, 

certify  

SAP Ariba

SAP Sustainability

SAP 

SuccessFactors
SAP 

Fieldglass SAP 

Concur

SAP IBP

SAP Cloud Identity Services

SAP Authorization and 

Trust Management 

Service

• Manage user 

authorizations and 

trust to identity 

providers

• Single sign-on for cloud-

and hybrid-scenarios 

(SAML 2.0)

• Authentication methods 

Form, SPNEGO, Social, 

or two-factor 

• Identity Lifecycle 

Management for SAP’s 

cloud applications

• supports SCIM2.0 (System 

for Cross-Domain Identity 

Management

• Access-request, -design, -

analysis, -certification

• Role design

• Privilege access management

• Segregation of duty

Public Cloud 

On Prem 

SAP S/4HANA 

SAP S/4HANA Cloud, 

private edition 

https://help.sap.com/docs/SAP_CLOUD_IDENTITY_ACCESS_GOVERNANCE?version=2102
https://help.sap.com/docs/IDENTITY_PROVISIONING
https://help.sap.com/docs/IDENTITY_AUTHENTICATION
https://help.sap.com/docs/SAP_CLOUD_IDENTITY/f64f919714bb4ce29b03def4fc627046/4705b2e8a5b84704a62871a7d225d3d3.html
https://help.sap.com/docs/SAP_CLOUD_IDENTITY/f64f919714bb4ce29b03def4fc627046/4705b2e8a5b84704a62871a7d225d3d3.html
https://help.sap.com/docs/CP_AUTHORIZ_TRUST_MNG
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SAP Cloud Identity Access Governance
Optimize role definition and streamline governance

Privileged Access 

Management
Achieve super-user access, log 

consolidation, and review with 

automated log assessment

Access Certification
Review access, role, risk, and 

mitigation control

Access Request

Optimize access, workflow, policy-based 

assignment, and processes

Role Design 
Optimize role definition and 

streamline governance

Access Analysis
Analyze access, refine user 

assignments, manage controls Access 

Governance
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Cyber Security and Data Protection

Public Cloud 

SAP 

Business Technology

Platform

SAP Data Custodian

UI Masking and logging

• Protect sensitive 

information in the user 

interface layer

• Block or log data access 

• Secure & refine access

SAP Enterprise 

Threat Detection + 

Cloud Edition

• SIEM solution tailored to 

the needs of SAP 

applications

• Effectively identify and 

analyze threats in SAP 

applications

Identity Access 

Governance

• Security Configuration 

Management 
SAP S/4HANA, SAP HANA, 

SAP NetWeaver & J2EE 

• Patch Management

SAP Focused Run

• Identify and remedy 

security vulnerabilities in 

ABAP custom code

SAP Code 

Vulnerability analyzer

Checkmarx

Fortify

• Monitor and report on data 

access, storage, 

movement, processing, 

and location 

• Create and enforce data 

access, location, 

movement, and processing 

policies

• Key management

SAP Ariba

SAP Sustainability

SAP 

SuccessFactors

SAP 

Fieldglass

SAP 

Concur

SAP IBP

On Prem 

SAP S/4HANA 

SAP S/4HANA Cloud, 

private edition 
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Enterprise Risk and Compliance

SAP 

Business Technology

Platform

SAP Business

Integrity Screening

• Implement detection & 

screening strategies for 

transactions

• Design, analyze, detect, 

investigate, report 

SAP Risk 

Management

• Defined risks within the 

context of value to the 

organization

• Plan, identify, analyze, 

respond, monitor & report 

business risks.

• Ensure effective controls 
and ongoing compliance

• Document, plan, perform, 
monitor, evaluate, report

SAP Process

Control

SAP Audit 

Management

• Managing Audit Activities

• Risk–based approach 

following IIA best practices

SAP Financial 

Compliance 

Management

3 Lines offering

• Document and manage 

controls

• Demonstrate effective 

internal controls over 

financial reporting

SAP Ariba

SAP Sustainability

SAP 

SuccessFactors

SAP 

Fieldglass

SAP 

Concur

SAP IBP

Public Cloud 

On Prem 

SAP S/4HANA 

SAP S/4HANA Cloud, 

private edition 



• Move to the cloud with confidence in SAP 
cloud operations 

• Partner with SAP to address security 
challenges in your ERP environment

• Incorporate authentication, authorization and 
accountability into SAP solutions

• Manage identities across hybrid landscapes 
with SAP and third party tools

• Control your identity options with the SAP 
Business Technology Platform

• Monitor for threats and integrate to your IT 
security tools

Key Takeaways
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Thank you! 

Anne Marie Colombo, CISSP, CCSP, CAP

SAP Regulated Industries

Security & Compliance Officer

Anne.Marie.Colombo@sap.com

mailto:Anne.Marie.Colombo@sap.com
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